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_ Precedence: ROUTINE Date

To: Director&#39;s Office Attn: COPR

Counterintelligence Attn: AD
Washington Field Attn: SAC

CDC

From: General Counsel

NSLB/CILU/Room 7975
Contact: I |ext.[:::]

Approved By: Thomas Julie

I I b6

Case ID��jW£2¬ 278�HQ�C1229736�VIO  Pending!
105A�WF�223252  Pending!

Title: >Si[UjINTELLIGENCE OVERSIGHT BOARD MATTER
IOB 2004-77

Page 1

10/21/2004

b2

b6

b7C
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Synopsis: §Q¢mThe Office of the General Counsel  OGC! considers
that this matter must be reported to the Intelligence Oversight
Board  IOB! and to the Office of Professional Responsibility bl
 OPR!. OGC will prepare an appropriate cover letter and a b2

memorandum to the IOB. Our analysis follows.
b6
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 U! The Right to Financial Privacy Act  RFPA!, Title

12, United States Code, Section 3401 et seq. �2 USC 3401 et
seq.! states in 3402 that "ie�xcept as provided by section
3403 c! or  d!, 3413, or 3414 of this title, no Government
authority may have access to or obtain copies of, or the
information contained in the financial records of any customer
from a financial institution . . .."

 U! 12 USC 3414 provides in part:

 a!�! Nothing in this chapter  except sections 3415,
3417, 3418, and 3421 of this title! shall apply to the
production and disclosure of financial records pursuant
to requests from��

 A! a Government authority authorized to
conduct foreign counter� or foreign positive-
intelligence activities for purposes of
conducting such activities; or
 B! . . .

�! In the instances specified in paragraph �!, the
Government authority shall submit to the financial
institution the certificate required in section 3403 b!
of this title signed by a supervisory official of a
rank designated by the head of the Government
authority.

 U! Section 2-17 of the National Foreign Intelligence

bl

b2

b6

b7A

b7C

b7E

Program Manual  NFIPM! lists the FBI officials who can request financial
records under the foregoing section of RFPA. According
to section 2-17 of the NFIPM, such requests must be made by an
Assistant Special Agent in Charge or a more senior official.

 U! 12 USC 3417 provides for civil liability of an
agency or department of the United States that obtains financial
records or information in violation of the RFPA. The same

section deals with "disciplinary action for wilful or intentional
violation" of these RFPA provisions by agents or employees of the
government.

 §%i In this instance, the conduct of SA[;::::]was
wilful and intentional, even though she did not rea ize that she
had acted in contravention of the RFPA and Bureau policy. It w!

sE<>¬T
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should also be noted that SA[::::]ums at the time a probationary
agent. Inasmuch as her actions nevertheless amount to
"intelligence activities that . . . may be unlawful or contrary
to Executive order or Presidential directive" they are reportable
to the Intelligence Oversight Board  IOB! under the terms of
section 2.4 of Executive Order 12863. OGC will therefore prepare
a cover letter and a memorandum to report this matter to the IOB
and to advise that it has been referred to the Office of

Professional Responsibility. U!

LEAD s!:

Set Lead 1:  Action!

DIRECTOR&#39;S OFFICE

AT OPR FO, DC

 U! For action deemed appropriate.

Set Lead 2:  Action!

COUNTERINTELLIGENCE

AT WASHINGTON, DC

 U! Please read and clear.

Set Lead 3:  Action!

WASHINGTON FIELD

AT WASHINGTON, DC

 U! For action deemed appropriate.

SE/1é<ET

b6

b&#39;7C



¬

� s�ga�i &#39;
�-�� Working Copy �-�� Page

E�zsij

BY COURIER

General Brent Scowcroft  USAF Retired!
Chairman *

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self�explanatory
enclosure entitled, "Intelligence Oversight Board  IOB! Matter,
IOB 2004-77."  U!

The enclosure sets forth details of investigative activity
which the FBI has determined may have been contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations.  U!

DFTE U5&#39;15&#39;3U@5 MT TIIFWRMMTWN "mwrnrrwrCLASSIFIED  Q.11T�9;�DI&#39;1I-1;�-IBM[IE-�C92-��lIIB=15 SSIFIED WHEN ER &#39; FL U JEIN I UH-LP IFIED E92IEPT
RFRBON: 1.4  C! DETACHE mmrm IONN uT1n3RmI:E
DECL!=~"%IF&#39;f ON: 38-15-E038 CL ED ENCL

1 � 1 � IOB Library
1 - 1 � 278�HQ�C1229736�VIO b6
1 � b7C
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General Brent Scowcroft  USAF Retired!

Should you or any
information concerning

member of your staff require additional
this matter, an oral briefing will be

arranged for you at your convenience.

Enclosure

1 - The Honorable John

Attorney General
U.S. Department of
Room 5111

1 � Mr. James Baker

Counsel, Office of
U.S. Department of
Room 6150

E@8@

Sincerely,

Julie Thomas

Deputy General Counsel

D. Ashcroft

Justice

Intelligence Policy and Review
Justice

S}2g%T
INTELLIGENCE OVERSIGHT BOARD  IOB! MATTER

IOB 2004-77  U!
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Q&{ Investigation of this IOB matter has determined that| |

E 53

Zki Such information is relevant in national security investigations
of this type.
However, the proper method for obtaining bank records is through a National
Security Letter &#39;
under Title 12, United States Code, Section 34l4 a!�! A!. Access to
financial records by
government authorities through means not provided by law is prohibited
under Title 12, United
States Code, Section 3402.  U!

M I

b7A

 U! This matter has been referred to the FBI�s Office of Professional
Responsibility for
such action as may be appropriate.

De &#39; from:

Declas &#39; o . 25-1
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/29/2004

To: Indianapolis Attn: SAC

Director&#39;s Office Attn: Office of Professional
Responsibility  OPR! �

Counterterrorism Attn: A/AD

From: General Counsel b2
Counterterrorism Law Unit II

Contact- | , A b6- b7C.

Approved By: Curran John F be

Iii� WDrafted By:
92,929292IECLQSSIFIED BE r::5_.&#39;?§r DPIHZ FEW IIE-*Cu�*[lS-$5

#:  I QM |�|c; 1|*| "v|&#39;||&#39;||:
IP 278-0

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER IOB!
IOB 2003 148

Synopsis: §3  It is the opinion of the Office of the General
Counsel  OGC! that this matter must be reported to the Intel-
ligence Oversight Board  IOB! and to the Office of Professional
Responsibility  OPR!, FBIHQ. OGC will prepare a cover letter and
a memorandum to report this matter to the IOB. Our analysis
follows.un

I De &#39; ed Fr :
-3

&#39; De assify :
1

Reference: 315T�IP�92406

Administrative:  U! This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

Qszs�

0DIG/DOJR  / DATE: 5
FBI mvss ls/D0-I INVEST. ________._
QPR uc INI :
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To: Counterterrorism Division From: General Counsel

Re: }{! 278�HQ�Cl229736�VIO, 01/28/2004

Details: ;§{ As discussed in the electronic communication  EC	
dated November 3, 2003, FBI Indianapolis prepared and forwarded a
letterh memorandum LLHM! for the full investigation  FI onsubjectia� L] a
U.S. person, on April 17, 2002. I Iis a "United States
person" as that term is used in the Attorney General Guidelines
for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations  FCIG!.2 The initiation and
continuation of the FI required FBI Indianapolis and the
Headquarters� substantive unit to comply with the requirements of
Executive Order  EO! 12863 and the FCIG. In this regard, E:::::]
became the subject of a FBI full investigation on April 17, 2002,
in the Indianapolis Division. The required 90-day LHM was not
filed. Additionally, the annual LHM that should have been
prepared and forwarded to FBIHQ on or before April 17, 2003, was
not received until October 20, 2003. It should be noted that the
LHM was prepared on or about July 18, 2003, but for unknown
reasons, it was not uploaded into ACS. In October of 2003, when
FBI Indianapolis was notified that the annual LHM had not be
received at FBIHQ, the same was forwarded. On November 3, 2003,
FBI Indianapolis advised FBIHQ and the Office of the General
Counsel that they had failed to comply with the 90-day and annual
reporting requirements.

 U! Because the subject of the investigation was  and
remains! a "United States person" as that term is used in Section
lO1 i! of the Foreign Intelligence Surveillance Act of 1978
 FISA! and Section II.W of the Attorney General Guidelines for
FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations  FCIG�,continuation of the

&#39;  EC from FBI Indianapolis to OGC, dated ll/03/2003 and titled "Potential IOB
Matter." |:T_f:|92

2 giil A "United States person" is de�ned in Section II.W. of the FCIG as "an individual
Who is ....[a] United States citizen . . . or . . . [b] a permanent resident alien . . . ."  U!

32881 A "United States person" is de�ned in Section l0l i! of the Foreign Intelligence
Surveillance Act  FISA! codi�ed at 50 U.S.C. § 1801 gt seq.! as "a citizen of the United States
[or] an alien lawfully admitted for permanent residence  as de�ned in section 101  a!�0! of the
Immigration and Naturalization Act! . . . ." E: §l_l_SQ section II.W of the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign CounterintelligenceInves�ga�ons  U! � I � _

Q�
2

b6

b7C



11*�---:4
" 9-&#39;s¬T

To: Counterterrorism Division From: General Counsel

Re Hm;  278�HQ�C1229736-VIO, 01/28/2004

investigation required that Indianapolis and the Headquarters�
substantive unit comply with the reporting requirements of
Executive Order 12863 and the FCIG. FBI Indianapolis failed to
submit the 90-day LHM, due on or about July 17, 2002, and the
annual LHM, due on or about April 17, 2003, to the National
Security Law Branch  NSLB!, OGC, for submission to the Office of
Intelligence Policy and Review  OIPR!, Department of Justice
 DOJ!, as required by the FCIG. As a result of these errors,

OIPR was not advised of the status of the ongoing investigation
for approximately eighteen monthsJU!

 U! Section 2.4 of Executive Order  E.O.! 12863,
dated September 13, 1993, mandates that Inspectors General and
General Counsel of the Intelligence Community components  in the
FBI, the Assistant Director, INSD, and the General Counsel, OGC,
respectively! report to the IOB "concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive." This
language was adopted verbatim from E.O. 12334, dated December 4,
1981, when the IOB was known as the President&#39;s Intelligence
Oversight Board  PIOB!. By longstanding agreement between the
FBI and the IOB  and its predecessor, the PIOB!, this language
has been interpreted to mandate the reporting of any violation of
a provision of the FCIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.O. 12333
dated 12/O4/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially admin-
istrative in nature need not be reported to the IOB. The FBI is
required, however, to maintain records of such administrative
violations so that the Counsel to the IOB may review them upon

I

request.

Qg Section IX of the FCIG sets forth rules governing
the reportin , dissemination, and retention of information
concerning foreign counterintelligence and international
terrorism investigations. Section IX.C provides in pertinent
part that:iUT

Each full investigation of any U.S. person
shall be reported within ninety  90! days of
initiation to the Office of Intelligence
Policy and Review, setting forth the basis
for undertaking the investigation. The FBI
shall furnish to the Attorney General or a
designee a summary of each investigation at

�em�

3
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To: ounterterrorism Division From: General Counsel

Rez�ui ! 278�HQ�C1229736�VIO, Ol/28/2004

the end of each year the investigation
continues, including specific information on
any requests for assistance made by the FBI
to foreign law enforcement, intelligence or
security agencies.  Emphasis added.!

Q§< Section IX.C is intended to regulate the timely
reporting of FBI full investigations on U.S. persons to the OIPR.
As such, it was written to include both administrative and
"rights protection" components. The annual reporting
requirements of Section IX.C is purely administrative in nature,
while the oversight exercised by the OIPR in reviewing the
required reporting ensures the protection of individual rights.
As a general rule, delinquent annual LHMs are considered to be
violations of an administrative nature when they are submitted to
the NSLB within 90 days of their original due date. These
administrative violations are placed in the control file for
periodic review by the Counsel to the IOB. When an LHM is not
submitted at all, or is submitted later than 90 days from its
original due date, the facts and circumstances of that particular
case must be examined to determine whether the failure or

substantial delay in submitting the LHM precluded meaningful
oversight and review by the OIPR. If the OIPR was precluded from
conducting such oversight and review, then the matter must be
reported to the IOB. U!

I81 As previously discussed, in this instance,
OIPR was not updated of the status of this ongoing investigation
involving a U.S. person for approximately fifteen months. This
delayed reporting clearly precluded OIPR from exercising its
responsibility for oversight and approval of an ongoing foreign
counterintelligence investigation of a U.S. person, which is
contrary to the requirements of the FCIG.  U!

Q§ Based upon the above analysis, and consistent the
reporting requirements of Section 2.4 of E.O. 12863, OGC will
prepare a cover letter and an LHM to report this matter to the
IOB. That correspondence will also advise the IOB that this
matter will be referred to the FBI&#39;s Office of Professional

Responsibility. The latter is a matter within the cognizance
Of th¬ IMU.  U!

E�w
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nterterrorism Division From: General Counsel
Re�lip 278�HQ�Cl229736-VIO, O1/28/2004

LEAD s!:

Set Lead 1:  Discretionary!

DIRECTOR&#39;S OFFICE

AT OPR FO DC

§Uj*>¬! For action deemed appropriate.

Set Lead 2:  Discretionary!

COUNTERTERRORISM

�Uj:§¬? For action deemed appropriate.

b6

b7C
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FEDERAL BUREAU, o|= INVESTIGATION MC

Precedence: ROUTINE Date: O2/10/2005

To: Director&#39;s Office Attn: OPR &#39;
Counterintelligence Attn: UC

Attn: SSA I
From: Office of the General Counsel b2

National Securit Law Branch/CILU/Room 7975 b6
Contactzl || |

b7C

Approved By: Thomas Julie F � Q!| b6 .
at] 92yU L
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Case ID p#w:|p 278�HQ�Cl229736-VIO  MW Y/4
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Synopsis: ><HUPIt is the opinion of the Office of General
Counsel  OGC! that this matter must be reported to the
Intelligence Oversight Board  IOB!. OGC will prepare and deliver
the necessary correspondence to the IOB.

>¢<!~ my Der fro -
I De 1 y On. -1

Reference: §QlUQ78�HQ�14l6655 Serial 2
Administrative:  U! This communication contains one or more
footnotes. To read the footnotes, download and print the
document in WordPerfect.

Details:im��¬$  As discussed in the electronic communication
 EC	, on O2/O1/O2 New York Office  NYO! submitted a letterhead

 U1!  EC from Inspection to the General Counsel and the Director&#39;s
Office d te 04/01/03 and titled ~-u¢ ;1 SS ;] &#39; Counterintelligence Division ; 9. "  INSD EC
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To: Gggnterintelligence Division From: General Counsel
Re=�T.TI|  278-HQ-C1229736. ,02/10/2005 _

memorandum  LHM! requesting initiation of a full investigation
 FI!, on[:::::::::]who was a �United States person� as that term
is used in the then existing Attorney General Guidelines for FBI
Foreign Intelligence Collection and Foreign Counterintelligence
Investigations  FCIG!.2 The initiation and continuation of the
FI required that NYO and the Headquarters� substantive unit
comply with the requirements of Executive Order 12863 and the
FCIG. In this regard, NYO submitted its initial 90-day LHM to
the Headquarters� substantive unit  former NS-3A, currently CD-
3A! via electronic communication  EC! dated 02/O1/O2. On
O1/31/O3, NYO submitted its annual LHM. Subsequent to this
submission, on 02/14/03, the National Security Law Unit  NSLU!
advised that its records did not show the receipt of the initial
90-day LHM. The Headquarters� substantive unit was unable to
verify the submission of the 90-day LHM to NSLU or Office of
Intelligence Policy and Review  OIPR!.3 The reason why the 90-
day LHM was not received by NSLU or OIPR remains unexplained.
However, the consequence is clear: NYO&#39;s 90-day LHM was not
forwarded to OIPR as requiredXU!

 U! Section 2.4 of Executive Order  E0! 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components  in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively! report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive Order or Presidential Directive. This
language was adopted verbatim from EO 12334, dated 12/04/1981,
when the IOB was known as the President&#39;s Intelligence Oversight
Board  PIOB!. By longstanding agreement between the FBI and
the IOB  and its predecessor, the PIOB!, this language has been
interpreted to mandate the reporting of any violation of a

�UiZS�A �United States person� is defined in Section II.W. of the FCIG
as �an individual who is. . . [a] United States citizen . . . or . . . [b] a
permanent resident alien . . . .� On 10/31/03, the FCIG were superseded by
the Attornev General&#39;s Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection  NSIG!. However, because this potential error
occurred while the FCIG were in effect, the potential error is analyzed within
the context of the then existing FCIG.

3  U! INSD EC.

Eniir�

2
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To: Counterintelligence Division From: General Counsel

Re:  278�HQ�Cl229736 ,o2/10/2005
raw:

provision of the FCIG, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/O4/1981, if such provisions were specifically intended
to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB.
The FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may

review them upon request.

�U3*EB{: Section IX of the FCIG set forth rules governing
the reporting of information concerning foreign
counterintelligence and international terrorism investigations.
Section IX.C provided in pertinent part that:

Each full investigation of any U.S. person
shall be reported within ninety  90! days of
initiation to the Office of Intelligence
Policy and Review, setting forth the basis
for undertaking the investigation. The FBI
shall furnish to the Attorney General or a
designee a summary of each investigation at
the end of each year the investigation
continues, including specific information on
any requests for assistance made by the FBI
to foreign law enforcement, intelligence or

~ security agencies.  Emphasis added.! &#39;

 U!ZB{: Section IX.C was intended to regulate the timely
reporting of FBI full investigations on U.S. persons to the OIPR.
As such, it was written to include both administrative and

�rights protection� components. The 90-day and annual reporting
requirements of Section IX.C were purely administrative in
nature, while the oversight exercised by the OIPR in reviewing
the required reporting ensured the protection of individual
rights. As a general rule, delinquent annual or 90-day LHMs were
considered to be violations of an administrative nature when they
were submitted to the NSLU within 90 days of their original due
date. These administrative violations were placed in a control
file for periodic review by the Counsel to the IOB. When an LHM
was not submitted at all, or was submitted later than 90 days

353$�
3
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To: Egpnterintelligence Division From: General Counsel
.IIT.T

Re: v! 278�HQ�C1229736 , O2/10/2005

from its original due date, the facts and circumstances of that &#39;
particular case were examined to determine whether the failure or
substantial delay in submitting the LHM precluded meaningful

 oversight and review by the OIPR. If OIPR was precluded from
conducting such oversight and review. then the matter was
required to be reported to the IOB. U!

a�i As previously discussed, the reason why NYO!s 9O~
day LHM was not received by the NSLU from the Headquarters
substantive unit remains unexplained. As a result of the lack of
submission, OIPR was not advised of the status of this ongoing
investigation involving a U.S. person for over a year. This
delayed reporting clearly precluded OIPR from exercising its
oversight and review of an ongoing foreign counterintelligence
investigation of a U.S. person, and was contrary to the
requirements of the then existing FCIG. Consequently, in
accordance with the reporting requirements of Section 2.4 of E.O.
12863, OGC will prepare correspondence to report this matter. U!

LEAD  S!: &#39;

Set Lead 1:  Action!

COUNTERINTELLIGENCE

AT WASHINGTON, DC

 U! For action deemed appropriate.

Set Lead 2:  Action!

DIRECTOR&#39;S OFFICE

AT OPR, DC

 U! For action deemed appropriate.

CC:� Ms. Thomas

b7C
IOB Library

Ew�i
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To: Counterintelligence Division From: General CounselRe:  278-HQ-Cl229736 ,o2/10/2005 &#39; 4
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EECLA3SIFIED EY EE179fDMH§JW/0E"CV"U345
EN l8*l]*E][5

BY COURIER

General Brent Scowcroft  USAF Retired!
Chairman "

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, O.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-

explanatory enclosure, entitled Intelligence Oversight Board

 I00! Matter, Counterintelligence Division, IOB Matter 2003-29.

 U!

This enclosure sets forth details of investigative

activity which the FBI has determined was conducted contrary to

the then existing Attorney General Guidelines for FBI Foreign

Intelligence Collection and Foreign Counterintelligence

Investigations and/or laws, Executive Orders, or Presidential

Case ID : 278-HO-Cl229736-V10 Serial : 706 I

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - ---
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Directives which govern FBI foreign counterintelligence and

international terrorism investigations. This matter has also

been referred to our Office of Professional Responsibility for a
determination of whether any administrative action is warranted.

 U!

Enclosure

- Ms. Thomas

IDB Library

1

UNCLA WHEN

&#39; Z73-H0-E1229 6-VIO

DE FRO

CL ED E URE

Should you or any menber of your staff require

additional information concerning this matter, an oral briefing

will be arranged for you at your convenience.  U!

Sincerely,

Julie F. Thomas

Deputy General Counsel

:

T - The Honorable Alberto Gonzales

Attorney General
U.S. Department of Justice

Room 5111

T - Mr. James Baker

Counsel, office of Intelligence Policy and Review
U.S. Department of Justice -

Wei
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Room 6150

INTELLIGENCE OVERSIGHT BOARD  IOBI MATTER

COUNTERINTELLIGENCE DIVISION

2003&#39;29  U!

; U!

M Investigation of this 1OB matter has determined that on
February 1, 2002, the New York Office of the Federal Bureau of

Investigation  "FBl"! requested initiation of a full investigation  F1!

on|:|who was a United States person as that term was used in b5
the then existing Attorney General Guidelines for FBI Foreign b-yc
Intelligence Collection and Foreign Dounterintelligence Investigations

 FCIG!.i1&#39; Thus, the initiation and continuation of the Fl required that

the New York Office and the Headquarters� substantive unit comply with

the requirements of Executive Order 12863 and the FEIB. The New York

office submitted a letterhead memorandum YLHM! to the Headquarters�

substantive� unit  former NS-SA, currently CD-3A! requesting the

�e
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initiation Oi this Fl. However, the Headquarters� substantive unit did
not forward this LHM to the National Security Law Unit nor to the

Wm�mmmmmmmmmmmummmw�m
error, for over a year, UIPR was precluded from exercising oversight

and control of this ongoing investigation, which was contrary to the

requirements of Section lX.C of the then existing FCIG.

&#39;ved from :

Declassi : X25-1

**FO0TNOTES**
i1�: >§¬ A United States person is defined in Section r1.w of

the FCIG

as an individual who is. . . ia&#39; United States citizen . . . or . . . ib&#39; a

permanent resident alien . . . . Un 10/31/03, the FCIG were superseded by
the Attorney General&#39;s Guidelines for FBI National Security Investigations and

Foreign Intelligence Collection  NSIG!. However, because this potential error

occurred while the FCIG were in effect, the potential error is analyzed within

the context of the then existing FCIG.
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FEDERAL BUREAU OF INVESTIGATION b6

b7C

Precedence: ROUTINE Date: 10/21/2004

To: Director&#39;s Office Attn: OPR

Counterintelligence Attn: AD
Washington Field Attn: SAC

CDC

From: General Counsel V

- NSLB/CILU/Room 7975

Contact: | lext. |:|
Approved By: Thomas Julie b6 �

|:| �°�°

Case ID  4 2&#39;78�HQ-Cl229736�VIO  Pending!--@957i if   lO5A�WF�223252  Pending! &#39;
ALL INFBF{I&#39;*�IFkTIT3I"I Q?I&#39;~]TF&#39;~INEDTitle: @411; ilg1gE1&#39;5I6|éi-El!/T$E OVERSIGHT BOARD MATTER �jjj�lb;jW§j�§j?;jjjjIin E/�PT

In�!

Synopsis: MTIT-TThe Office of the General Counsel  OGC! considers
that this matter must be reported to the Intelligence Oversight
Board  IOB! and to the Office of Professional Responsibility 1,2
 OPR! . OGC will prepare an appropriate cover letter and a

memorandum to the IOB. Our analysis follows.
_ " DATE: U8-15-2005

� LL-�&$$IE�I _! 51 6_|l7J DFIH JET U5-L_<.-|]tI~1EI
b&#39;7A KM Derlve : G 3 .1�. 3- H, ; Ffvi 1,] 1, -_1�|� 1.

&#39; . RE.�E".|N: 1.4 oz" . b7C
asslfy On� DE;LL1;E3SIZ"f o192r=!us-15-2030

_ b7EDetails:  X! I ~ �A

bl

b6

| bl
 5 :| b2

?
b6

559"/ET #_5;;@, M/,1},<,L»¢=_c%  _
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s§s ET
To: i ector&#39;s Office From: General Counsel

Re: ¢UF%s92¬ 278�HQ�Cl229737�&#39;92/�IO, 10/21/2004

111�!

n- £5!

 U! The Right to Financial Privacy Act  RFPA!, Title
l2, United States Code, Section 3401 et seg. �2 USC § 3401 gt

eseg.! states in §3402 that "[e]xcept as provided by section
3403 c! or  d!, 3413, or 3414 of this title, no Government
authority may have access to or obtain copies of, or the
information contained in the financial records of any customer
from a financial institution . . .."

 U! l2 USC §34l4 provides in part:

 a! l! Nothing in this chapter  except sections 3415,
3417, 3418, and 3421 of this title! shall apply to the
production and disclosure of financial records pursuant
to requests from��

.  A! a Government authority authorized to
conduct foreign counter� or foreign positive-
intelligence activities for purposes of
conducting such activities; or
 B! . . .

�! In the instances specified in paragraph �!, the
Government authority shall submit to the financial
institution the certificate required in section 3403 b!
of this title signed by a supervisory official of a
rank designated by the head of the Government
authority.

 U! Section 2-17 of the National Foreign Intelligence
Program Manual  NFIPM! lists the FBI officials who can requestsE§@T l

2

&#39;
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To: Director&#39;s Office From: General Counsel

Re:  X!M3278-HQ�Cl229737�VIO, 10/21/2004

financial records under the foregoing section of RFPA. According
to section 2-17 of the NFIPM, such requests must be made by an
Assistant Special Agent in Charge or a more senior official m

A  U! 12 USC §34l7 provides for civil liability of an
-agency or department of the United States that obtains financial
records or information in violation of the RFPA. The same,
section deals with "disciplinary action for wilful or intentional
violation� of these RFPA provisions by agents or employees of the
government.

:umQ  In this instance, the conduct of SA.E::::] was
wilful and intentional, even though she did not realize that she
had acted in contravention of the RFPA and Bureau policy. It
should also be noted that SA[:::::]was at the time a probationary
agent. Inasmuch as her actions nevertheless amount to
"intelligence activities that . . . may be unlawful or contrary
to Executive order or Presidential directive" they are reportable
to the Intelligence Oversight Board  IOB! under the terms of
section 2.4 of Executive Order 12863. OGC will therefore prepare
a cover letter and a memorandum to report this matter to the IOB
and to advise that it has been referred to the Office of

Professional Responsibility.

3
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To: Director&#39;s Office From: General Counsel

Re:   T_Tj|2&#39;78�HQ�C1229737-VIO, 10 /21/2004

LEAD S!:

Set Lead 1:  Action!

DIRECTOR&#39;S OFFICE

AT OPR FOL DC

 U! For action deemed appropriate.

Set Lead 2:  Action!

COUNTERINTELLIGENCE

AT WASHINGTON, DC

 U! Please read and clear.

Set Lead 3:  Action! &#39;

WASHINGTON FIELD

L IN TON 1:»AT WASH G C

 U! For action deemed appropriate.
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FEDERAL BUREAU OF INVESTIGATION

� I /26/1998!

Precedence: ROUTINE Date: 1/22/2004

To: Counterterrorism Attn: AD John S. Pistole

to A/SSA»[IIIIIIIIIIIII]
. ITOS I, CONUS II, Team 8

Director&#39;s Office Off&#39; f f &#39;ice o Pro essional b5

7 Kansas City SSA
SA

From: General Counsel

National Securit Law Branch/Room 7975

Approved By: Kelle Patrick W b6

b&#39;7C

D=afted BY= [IIIIIIIIIIIIII] $9�
/

Case ID #= }:s<! w:278-HQ-c1229736-v10  Pending!

Title: 3§q:¢UgNTELLIcENcE OVERSIGHT BOARD _-ALL INE�uPIU~TIOII CONTAINED
MATTER 2003-153 HEREII-I IS UNCLASSIFIED E/CEPT

w1a1;1<r s;~ww1-1 -rnuuwnisr

SynopsisJUL>B{: It is the opinion of the Office of the General
Counsel  OGC! that the late submission of a 90�day letterhead
memorandum  LHM! must be reported to the Intelligence Oversight
Board  IOB!. OGC will prepare and deliver the required
correspondence to the IOB. Our analysis follows.

DATE: [I8 12 2005%&#39;~|:T_1:| Der:-V - &#39;3 CLASSIFIED BY c551?9,~"&#39;nMH cw Ll5�C"-!�UB45
assify on: %%%W %%dQ F FrDE92_LPxSSIE�:£� OI}. !]|:i*1z*¢!U3!&#39;!

iW>Reference:  3l5B�KC-8465l Serial 41

Administrative:  U! This communication contains one or more
footnotes. To read the footnotes, download and print the
document in WordPerfect 8.0.

SEPQYOIG/DOJ Revi M DATE: / 5
FBI lNVEST.: OIG/DOJ INVES .:__________
OPRUCINI S:
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To: Counterterrorism From: General Counsel

Re|&#39;;U!»!s  278�HQ�Cl229736-VIO, 1/22/2004

Details: Egg As noted in the referenced electronic
communication  EC!,| I

 U! Section 2.4 of Executive Order  E.O.! 12863,
dated O9/l3/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components  in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively! report to the IOB �concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.� This
language was adopted verbatim from E.O. 12334, dated 12/O4/1981,
when the IOB was known as the President&#39;s Intelligence Oversight
Board  PIOB!. By longstanding agreement between the FBI and the
IOB  and its predecessor, the PIOB!, this language has been
interpreted to mandate the reporting of any violation of a
provision of the FCIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.O. 12333,
dated 12/O4/1981, if such provision was designed to ensure the
protection of the individual rights of U.S. persons. Violations

1 :h§{ A �United States person� is defined in Section lOl i! of the
Foreign Intelligence Surveillance Act  FISA! codified at 50 U.S.C. § I801 gt
ggg.! as �a citizen of the United States [or] an alien lawfully admitted for
permanent residence  as defined in section lOl a!�O! of the Immigration and
Naturalization Act! . . . .� ggg also Section II.W of the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign Counter�
intelligence Investigations.

SEp§¬T
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To: Counterterrorism From: General Counsel

Re: }s<!  278-1-IQ�Cl229736-VIO, 1/22/2004

of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the

Counsel to the IOB may review them upon request.

:D§£ Section IX of the FCIG sets forth the rules
governing the reporting, dissemination, and retention of
information concerning foreign counterintelligence and
international terrorism investigations. Section IX.C provides
in pertinent part: U!

Each full investigation of any U.S. person
shall be reported within ninety  90! days of
initiation to the Office of Intelligence
Policy and Review, setting forth the basis
for undertaking the investigation. The FBI
shall furnish to the Attorney General or a
designee a summary of each investigation at
the end of each year the investigation

continues, including specific information on
any requests for assistance made by the FBI
to foreign law enforcement, intelligence
or security agencies.

 Emphasis added, classification marking omitted!.

�D C%< Section IX.C of the FCIG is intended to regulate
the timely reporting of FBI full investigations on U.S. persons
to the Office of Intelligence Policy and Review  OIPR!,
Department of Justice. As such, it was written to include both
administrative and �rights protection� components. The 90-day
and annual reporting requirements of Section IX.C are purely
administrative in nature, while the oversight exercised
by the OIPR in reviewing the required reporting ensures the
protection of individual rights. As a general rule, delinquent
annual or 90-day LHMs are considered to be violations of an
administrative nature when they are submitted to the NSLU within
90 days of their original due date. These administrative
violations are placed in the control file for periodic review by
the Counsel to the IOB. However, when a LHM is not submitted at
all, or is submitted later than 90 days from its original due
date, the facts and circumstances of that particular case must be
examined to determine whether the failure or substantial delay in
submitting the LHM precluded meaningful oversight and review

Sslw
3
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To: Counterterrorism From: General Counsel

Re=cLuy{ 278�HQ�C1229736�VIO,&#39;1/22/2004 hm

by the OIPR. If the OIPR was precluded from conducting such
oversight and review, then the matter must be reported to the
IOB.

�UJQB</|

| This is a violation
of Section IX.C of the FCIG which must be reported to the IOB

¢Ul"£§i In accordance with the reporting requirements of
Section 2.4 of E.O. 12863, OGC will prepare the correspondence
required to report this matter to the IOB.

s§é&#39;r
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To: Counterterrorism From: General Counsel

Re: Néé 278�HQ�Cl229736�VIO, 1/22/2004

LEAD  s!

Set Lead 1:

COUNTERTERRORISM DIVISION

AT WASHINGTON, DC

 U! For action deemed appropriate.

Set Lead 2:  Action!

DIRECTOR&#39;S OFFICE

AT OPR F0, DC

 U! For action deemed appropriate.

Set Lead 3:  Action!

KANSAS CITY

AT KANSAS

 U! For action deemed appropriate.

1-|:|90
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FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS  FBIHQ!
IOB MATTER 2004-21  U!

! By electronic communication  EC! dated February 11,
2004, &#39; &#39; &#39; &#39; &#39; &#39; le IOB

¬I&#39;I&#39;OI&#39;
In Ehis reqgrd, Ehe Counterinteflioence Division

�£53

"E53

>41 I I

I53

| Thus,
accordance with the reporting requirements of Section 2.4 of E.O.
12863, this mistake must be reported to the IOB.

$6 &#39; d From : -
Decl &#39; . 5-1
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Precedence: ROUTINE Date: 10/22/2004

To: Counterintelligence Attn: Section Chief

Office of Professional

Responsibility
Directors Office Attn:

SAN FRANCISCO Attn: SAC
. b2

From: General Counsel b6
National Securitv Affairs/Room 7975 , _
Contact: | " I b7¢

Approved By: Thomas Julie F &#39;

|:| b6
Drafted BY= |:P�SS we
Case ID #: }><!: T_Tj| 278-HQ-1425173
Title:  §<.;U; INTELLIGENCE OVERSIGHT BOARD  IOB! mT�"&#39;~1&#39;*&#39;W&#39;"*~"*����92""W*�~*~""~�"&#39;

IOB MATTER 2003-56  E�""�T

Synopsis§U3 %< It is the opinion of the Office of the General
Counsel  OGC that this matter need not be reported to the Intel-
ligence Oversight Board  IOB!, but, rather, that a record of this
decision should be maintained in the investigative control file
for review by the Counsel to the IOB.

 U! Derive : G�3
ssify On:

Referencelnzn 278�HQ�l4251&#39;/&#39;3 b2
|:| hm

Administrative:  U! This communication contains one or more
footnotes. To read the footnotes, download and print the
document in WordPerfeCt 8.

DATE: Us-I1-2005
CLASSIFIED BY 65l79fDMHfJWfU5�CV�G8%5
REASON: 1.4 �3133
DECLASSIFY ON: E3-11-2030

Details:  U! Referenced electronic communications from the
Inspection Division  ID! to OGC, National Security Law Branch
 NSLB!, dated May 28, 2003, advised OGC of a possible IOB

violation involving actions exceeding the authorized scope of
otherwise permitted activity OGC has reviewed the facts of the
captioned matter and has determined that reporting to the IOB is
not warranted. Our analysis follows.

§Q As set forth in the referenced ECs, San Francisco�Division was Conducting a Full Field NFIP Investigation of a I
___________________
Case ID : 278�HQ�1425173 Serial : 3 &#39;.
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/ SA.! 92u.ns:1er the siinervisuirl Of SSA! _

Lz�o NHL hag been i55geqj�1

.15!

| Upon discovery of the mistake, an
appropriate NSL was prepared covering the period 01/10/01-
O4/3O/O3.

&#39;  U! Also following discovery of this mistake,
additional training and advice was provided to San Francisco
investigative personnel re the__ __ to

I lwit out a NHL.

�U!:!8 ; Section 2-56 of the National Foreign Intelligence
Program Manua requires OGC to determine whether the facts
related above must be reported to the IOB. Based on

the analysis set forth
below, it is OGC�s determination that they need not be
in this instance. *

 U! Section 2.4 of Executive Order  E.O.! 12863,
dated September 13, 1993, mandates that Inspectors General and
General Counsel of the Intelligence Community components  in the
FBI, the Assistant Director, INSD, and the General Counsel, OGC,
respectively! report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.

E81 Title 18� United States Code, Section 2709,
Counterintelligence access to Telephone Toll and Transactional
Records states that:

 b! Required certification._��The Director of
the Federal Bureau of Investigation, or his
designee . . . may-

�! request the name, address, length of service,
and local and long distance toll billing records of a,
person or entity if the Director . . .certifies in
writing to the wire or electronic communication service
&#39; SEXET
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� s®1@T &#39;
�-�- Working Copy �-�- Page

provider to which the request is made that the name,
address, length of service, and toll billing records
sought are relevant to an authorized investigation ...

 U! In the case of a US Person, such failure to comply
would likely constitute an IOB violation. In the instant case,
however, &#39; &#39; &#39; &#39; was not a US Eer- n but

aJLhE_SUb1££L_D£_Lh£_lDMESLl��LlQD sf

As such, the sole determination we must make is
w e er t e �s failure to conform to.its internal

administrative requirements �i.e., the National Foreign
Intelligence Program Manual  NFIPM!� is reportable as a matter of
policy, to the IOB.

1�!

» Q%{ As previously discussed, in this instance,
probat&#39; &#39; Qgggsiqns with hi
asset i i� 1 Bo�h SA1__Jand His supervisor were 92�Sloperating under Ehe mistakeni�kjief that the information provided w s
covered under an existing FI A. Upon learning of the
mistake, a NSL was retrospectively issued to cover the period in
question. It is clear that the error committed did not impinge
upon the individual rights of a US Person. Although the Attorney
General Guidelines for FBI Foreign Intelligence Collection and
Foreign Counterintelligence Investigation  FCIG! have been

» modified as of October 31, 2003, the underlying principal remains
the same, and consequently, because io&#39;nly violations of ithe&#39;
FCIG which iare&#39; designed to safeguard the rights of U.S. persons
are required to be reported to the IOB,il&#39; it is our opinion that
this matter need not be reported to the IOB. Consistent with our
prior opinions, a record of this decision should be maintained in
the control file for future review by Counsel to the IOB. U!

Lead s!:

Set Lead 1;  Action!

COUNTERINTELLIGENCE DIVISION

AT WASHINGTON, DC

 U! For action deemed appropriate.

Set Lead 2:  Action!

DIRECTOR&#39;S OFFICE

AT OPR FO, DC

Sé§éFT
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 U! For action deemed appropriate.

Set Lead 3:_  Action!

SAN FRANCISCO

AT SAN FRANCISCO, CALIFORNIA

 U! �For action deemed appropriate.

b6
1 - |:|

b7C

**FOOTNOTES** my

1999 and titled SSA11�-_§<»��o@ E§_|t9 INSD, dated Mav 2s,
t� WashingtonI I SAI

Field Officei;� IOB Matter 97-15.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/17/2003

To: Springfield Attn: SAC, CDC
Director&#39;s Office Office of Professional

Responsibility

From: General Counsel
National Securitv Law Branch  NSLB!/Room 7974 b2

I Contact: ! l Ext.[::::] b6
Approved By: Kelle Patrick W b7C

DECL1�-""II�I]ID B1� G517"/DI&#39;III"&#39;JIrT"&#39;U5 C� D3-.15
ON Il¬�ll�Z ]II5

Drafted Byzi I b6
Case VID #= > >Q<u> 278�HQ�l416800 /&#39;5 �C
Title:  §<Qn INTELLIGENCE OVERSIGHT BOARD MATTER

IOB MATTER 2003-31

Synopsis: E�f: It is the opinion of the Office of the General
Counsel  OGC! that this matter must be reported to the Intelligence
Oversight Board  IOB!. OGC will prepare a cover letter and a
memorandum to report this matter to the IOB. U!

 U! Der ro - �

D sify On: -1

Reference: !><! 278-1-1Q�C1229736-VIO Serial 81�!

Administrative:  U! This communication contains one or more
footnotes. To read the footnotes, download and print the document in
WordPerfect 8.0.

Details:  U! An electronic communication  EC! from the Inspection
Division  INSD! to OGC, dated O4/O1/2003, requested that OGC review
the facts of the referenced EC to determine whether the matter

described should be reported to the Intelligence Oversight Board
 IOB!. In our opinion, it should. Our analysis follows.

Bani

01G/DOJ Revie . M DATE: Th/09
FBI INVEST: re/00.1 mvEsT.:_________
OPR UCINITIA ;
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To: Springfield From: General Counsel
Rez�lhw 278�HQ�1416800, 11/17/2003

b&#39;7A

Q�~EB  As discussed in the referenced EC,| I

 U! IE4: Because the unknown subject was  and remains! a �United
States person�, continuation of the investigation required that
Springfield comply with the requirements of Executive Order 12863 and
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations  FCIG!.3

 U! Section 2.4 of Executive Order  E.O.! 12863,
dated O9/13/1993, mandates that Inspectors General and General Counsel
of the Intelligence Community components  in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC, 3
respectively! report to the IOB �concerning intelligence activities
that they have reason to believe may be unlawful or contrary to
Executive order or Presidential directive.� This language was adopted
verbatim from E.O. 12334, dated l2/O4/1981, when the IOB was known as
the President&#39;s Intelligence Oversight Board  PIOB!. By longstanding
agreement between the FBI and the IOB  and its predecessor, the PIOB!,
this language has been interpreted to mandate the reporting of any
violation of a provision of the FCIG, or other guidelines or

� b6

1  U! Related per telephone call from SA[:::::::::::::]to AGC b7C
Ill� 05/16/°3~

fU!>%3 See Section III.C.2 a! of the Attorney General Guidelines for
FBI Foreign Intelligence Collection and Foreign Counterintelligence

Investigations.

3  U! At the time of this investigation, the FCIG were in effect.

Esiv
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ingfield From: General Counsel
Re:|:T_{:| 278�HQ�l416800, 11/17/2003

regulations approved by the Attorney General, in accordance with E.O.
12333, dated 12/O4/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of a
U.S. person. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB.
The FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may review
them upon request.

W3§gi Section IX of the FCIG sets forth the rules governing
the reporting, dissemination, and retention of information concerning
foreign counterintelligence and international terrorism
investigations. Section IX.C provides in pertinent part:

Each full investigation of any U.S. person shall
be reported within ninety  90! days of initiation
to the Office of Intelligence Policy and Review,
setting forth the basis for undertaking the
investigation. The FBI shall furnish to the
Attorney General or a designee a summary of each
investigation at the end of each year the

investigation continues, including specific
information on any requests for assistance made by
the FBI to foreign law enforcement, intelligence
or security agencies.

 Emphasis added, classification marking omitted!.

UHc¥< Section IX.C of the FCIG is intended to regulate
the timely reporting of FBI full investigations on U.S. persons to the
OIPR. As such, it was designed to include both administrative and
�rights protection� components. The 9O�day and annual reporting time
requirements of Section IX.C are purely administrative in nature,
while the oversight exercised by the OIPR in reviewing the required
reporting ensures the protection of individual rights. As a general
rule, delinquent annual or 90-day LHMs are considered to be violations
of an administrative nature when they are submitted to the NSLU within
90 days of their original due date. These administrative violations
are placed in the control file for periodic review by the Counsel to
the IOB. However, when an LHM is not submitted at all, or is
submitted later than 90�days from its original due date, the facts and
circumstances of that particular case must be examined to determine
whether the failure or substantial delay in submitting the LHM
precluded meaningful oversight and review by the OIPR. If the OIPR

hair
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To: Springfield From: General Counsel

Re=tUhpw 278�HQ�1416800, 11/17/2003

was precluded from conducting such oversight and review, then the
matter must be reported to the IOB.

U-T3 as

b7A

[Uj§$< In accordance with the reporting requirements of
Section 2. of E.O. 12863, OGC will prepare a cover letter and a
memorandum for the Deputy General Counsel to report this matter to the
IOB.

�eniw
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To: Springfield From: General Counsel

Re:�U§§i 278�HQ�l4l6800, ll/17/2003

LEAD  s!

Set Lead 1:  Action!

SPRINGFIELD DIVISION

AT QUAD CITY RA

 U! For action consistent with this opinion.

Set Lead 2:  Action!

DIRECTOR&#39;S OFFICE

AT OPR FO, DC

 U! For action deemed appropriate.

b6

1 "I: b7C
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/O5/2003

To: Pittsburgh Attn: SAC Kenneth T. McCabe
. CDC Jeffrey B. Killeen

Director&#39;s Office Attn: Office of Professional

Responsibility

From: Office of the General Counsel

National Securi Law Branch/CILU/Room #7975 b2Contact:  A! UCTY I be
Approved By: Kelley Patrick W be Hm

Curran John F

|:| �=�°
� DECLP-�"�"II�IED Br� ¬El7�7/I&#39;I1II/JET/U5 E"

Drafted By: � Ivim cu t|&�11�2:3:3s
Case ID #= !s�UJ 278�HQ�1425l74 / 9
Title: §§¬~H]FNTELLIGENCE OVERSIGHT BOARD  IOB!

IOB MATTER 2003-57

SynopsisJU!EB : It is the opinion of the Office.of the General
Counsel  OGC! that this matter must be reported to the
Intelligence Oversight Board  IOB!. OGC will prepare a cover
letter and a letterhead memorandum to report this matter to the
IOB. Our analysis follows.

 U! De &#39; d From * 3
Decl &#39; y ~ X1

&#39;|&#39;_&#39;|&#39;V,Reference�   278�HQ�1425l74 Serial 2
Administrative:  U! This communication contains one or more
footnotes. To read the footnotes, download and print the
document in WordPerfect. &#39;

Details: :>é3 U�s discussed in the referenced electronic
communication  ECL, on O3/30/2000,]

E�

ore/00.: RFBI mvssr DATE: /5� 0
QPR Uc W, IG/no.1 mvss _=

A E-



E i

»~= &#39;.%�|~

To: Pittsburgh From: Office of the General Counsel
Re: >%-|:U:,278�HQ-1425174, 12/05/2003

b7A

,-4

|U>

 U! Section 2.4 of EO 12863, dated O9/13/1993,
mandates that Inspectors General and General Counsels of the
Intelligence Community components  in the FBI, the Assistant
Director, INSD, and the General Counsel, OGC, respectively!
report to the IOB concerning intelligence activities that they
have reason to believe may be unlawful or contrary to an EO or
Presidential Directive. This language was adopted verbatim from
EO 12334, dated 12/O4/1981, when the IOB was known as the
President&#39;s Intelligence Uversight Board  PIOB!. By longstanding
agreement between the FBI and the IOB  and its predecessor, the
PIOB!, this language has been interpreted to mandate the
reporting of any violation of a provision of the FCIG, or other
guidelines or regulations approved by the Attorney General in
accordance with EO 12333, dated 12/O4/1981, if such provisions
were specifically intended to ensure the protection of the
individual rights of U.S. persons. Violations of provisions that
are essentially administrative in nature need not be reported to
the IOB. .

Mn%§%i A �United States person� is defined in Section 101 i! of the
Foreign ntelligence Surveillance Act  FISA! codified at 50 U.S.C. § 1801 gt
sgg.! as �a citizen of the United States [or] an alien lawfully admitted for
permanent residence  as defined in section 101 a!�0! of the Immigration and
Naturalization Act! . . . .� See also Section II.W of the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelliqence Investigations.

2  U! Since that time, the Attorney General has issued new guidelines
for FBI National Security Investigations and Foreign Intelligence Collection,
dated October 31, 2003. However, since the actions occurred prior to the
issuance of the new guidelines, the old guidelines are cited herein.

S�elsi
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To: i tsburgh From: Office of the General Counsel
&#39; 92 ! 278<HQ�1425l74, 12/05/2003Re.

ETJ�

The FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

�Ui>§ With regard to the continuation of an FBI PI,
Section III.B.6 of the FCIG provides in pertinent part that:

Preliminary inquiries shall be completed
within 120 days of the date of initiation.
The Office of origin SAC may personally
authorize extensions of a preliminary
inquiry for a period of not more than 90
days up to a total of one year when
justified by facts or information obtained
during the course of the inquiry. . . .
FBI Headquarters may authorize additional
extensions for periods of not more than 90
days on the same basis. All extensions
shall be in writing and include the
justification for the extension.

 Emphasis added.!

iUE§<: Although this provision of the Attorney General
Guidelines is primarily administrative in nature, it was designed
in part to protect the rights of U.S. persons by limiting the
length of time that the FBI can conduct a PI without periodic
oversight by the proper authorities. Pursuant to the
aforementioned agreement between the FBI and IOB, PI overruns are
not reported to the IOB if they are both inadvertent and Qe
minimus in time. To determine whether a possible violation of
the FCIG is �inadvertent� and �de minimus in time,� all the facts
relevant to the incident must be considered.

cm,>§| |

T�is activity was, thus, inconsistent with the
requirements of the FCIG. Consequently, in accordance with the
reporting requirements of Section 2.4 of EO 12863, OGC will
prepare a cover letter and an LHM to report this matter to the
IOB. As a mitigating circumstance, it is recognized that the
source provided valuable information during the overrun relative
to a counterterrorism matter. »

:SEEREI::
3
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To- Pittsburgh From- Office of h. t e General Counsel

Raw! §  278�HQ�l425l74, 12/05/2003
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sburgh From: Office of the General Counsel

�@V8�HQ-1425174, l2/O5/2003

LEAD S!:

Set Lead 1:  Info!

&#39; PITTSBURGH

AT PITTSBURGH

 U! For information.

Set Lead 2:  Discretionary!

DIRECTOR&#39;S OFFICE

AT OPR FO DC

 U! For action deemed appropriate.

Pittsburgh

Kelley
Curran

cc: SAC

Mr.
Mr.
i M
IOB L1 rary �C

00

%@
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s E§éT
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 1/16/04

To: Director&#39;s Office Attn: OPR

Counterterrorism Attn: AD

Denver Attn: SAC
CDC

b2

b6
From: General Counsel

National Security Law Branch/Room 797 b7¢

Contact: | I ext.
Approved By: Curran John F

Lammert Elaine N
b6

b7C

/

Case ID #:  X!:|:T_T:I278�HQ�C1229736�VIO  Pending!

�92 ALL INFORMATION conrnrnsnDrafted BY: I I z! 92 HEREIN  U1�-ICL11 IFIEE E92CEPT
WHERE :HONN OIHEINIEE

Title: §g!wjPOSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER
2003-142

Synopsis: Zkii�t is the opinion of the Office of General Counsel
 OGC! that this matter must be reported to the Intelligence Oversight

Board  IOB! and to the Office of Professional Responsibility  OPR!,
FBIHQ. OGC will prepare and deliver the required correspondence to
the IOB. Our analysis follows.

Derive : G-3

D ssify :

DATE: GS-1

CLASSIFIED
REASON: 1.
DECLASSIFY

5-2005
BY 55 1?   nun.-* JET,-" 0.5 - c&#39;-;- I: B <15

4  c!
or-�.1: Ba-15-2030

Administrative:  U! This communication contains one or more
footnotes. To read the footnotes, download and print the documents in
Corel Wordperfect.

OIG/DOJH . M27 one w��f sE>¬E&#39;-PFBI mvss .= G/DOJ lNVEST..
OPR UCINI s; �-*�&#39;
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To: Director&#39;s Office From: General Counsel

Re:|:U:|$< 278�HQ�C1229736-VIO, 1/16/04 bl

; 1,6

/ b7C
Details: G5f.As noted in the electronic communication  EC!referenceo
below,1 on June 00 1- I-u er Division initiated a preliminaryinquiry  PI! On ho is a "United States person" as
that term is useo in Section 101 1! of the Foreign Intelligence
Surveillance Act of 1978  FISA!.2 Thus, of the PI required that
Denver comply with the requirements of the Attorney General Guidelines
for FBI Foreign Intelligence Collections and Foreign
Counterintelligence Investigations  FCIG!. The initial PI expired on

�October 10, 2002, but was not formally extended by Denver on January
11, 2003. This extension expired on April 10, 2003. Between the
expiration of the initial PI on October 10, 2002 and the extension on

Denver conducted an investigation with respect toI  SpeCif  29.. zmz. a S.QU..IILF? ascontacted for in q�ggtio ypithinthe Denver Divisio . 1:5:

 U! Section 2.4 of Executive Order  E.O.! 12863, dated
O9/13/1993, mandates that Inspectors General and General Counsels of
the Intelligence Community components  in the FBI, the Assistant
Director, INSD, and the General Counsel, OGC, respectively! report to
the IOB "concerning intelligence activities that they have reason to
believe may be unlawful or contrary to Executive order or Presidential
directive." This language was adopted verbatim from E.O. 12334, dated
12/04/1981, when the IOB was known as the President&#39;s Intelligence
Oversight Board  PIOB!. By longstanding agreement between the FBI and
the IOB  and its predecessor, the PIOB!, the language has been

&#39;  iT_TEC from the Denver Division to INSD, dated 10/20/O3 and titled "SSA 1,6
I &#39; � l] SAI |[;] Denver Division [;] IOB [;]. Hereinafter cited as NC

"Denver EC."

2  IT-TlA "United States person" is de�ned in Section l01 i! of the Foreign
Intelligence Surveillance Act  FISA!  codi�ed at 50 U.S.C. § 1801 §:_t_seg.! as "a citizen of the
United States [or] an alien lawfully admitted for permanent residence  as de�ned in section
l0l a!�O! of the Immigration and Naturalization Act!...." g a_lsg Section II.W of the Attorney
General Guidelines for FBI Foreign Intelliaence Collection and Foreign CounterintelliaenceInvestigations. - I � &#39;

3 Denver EC.

%§<5ET
2
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To: Director&#39;s Office From: General
78�HQ�Cl229736-VIO, l/16/O4Re:   U?

interpreted

11

Fséé�w
Counsel

to mandate the reporting of any violation of a provision
of the FCIG, or other guidelines or regulations approved by the

- Attorney General in accordance with E.O. 12333, dated 12/O4/1981, if
such provision was designed to ensure the protection of the individual
rights of U.S. persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB. The FBI is
required, however, to maintain records of such administrative .
violations so that the Counsel to the IOB may review them upon
request.

;§< UH With regard to the continuation of an FBI
preliminary inquiry, Section III.B.6 of the FCIG� provides, in
pertinent part that

Preliminary inquiries shall be completed
within 120 days of the date of initiation.
The Office of origin SAC may personally
authorize extensions of a preliminary inquiry
for a period of not more than 90 days up to
8. total of one year when justified by facts or
information obtained during the course of the
inquiry.... FBI Headquarters may authorize
additional extensions for periods of not more
than 90 days on the same basis. All extensions
shall be in writing and include the justification
for the extension.

 Emphasis added, classification marking omitted!.

Although this provision of the Attorney General Guidelines
is primarily administrative in nature, it was designed in part to
protect the
the FBI can

authorities
and IOB, PI
inadvertent

rights of U.S. persons by limiting the length of time that
conduct a PI without periodic oversight by the proper

Pursuant to the aforementioned agreement between the FBI
overruns are not reported to the IOB if they are both
and dg_minimi§ in time. To determine whether a possible

violation of the FCIG is "inadvertent" and "de minimis in time," all
the facts relevant to the incident must be considered.

4At the time of this investigation, the FCIG were in effect.

syésw
3
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To: i ector&#39;s Office From: General Counsel
Re: !�UP78�HQ-Cl229736�VIO, l/16/O4

g§<g�U! In the instant matter, while the PI overrun
between th e piration date and the date of the renewal appears to
have been inadvertent, it was not de minimis in time; investigative
activity continued for three months before the renewal, during which
time a source was contacted. Consequently, based on the above
analysis, and in accordance with the reporting requirements of Section
2.4 of E.O. 12863, OGC will prepare the correspondence required to
report this matter to the IOB. �

LEAD S!:

Set Lead 1:  Action!

DIRECTOR&#39;S OFFICE

A OPR CT FO D

 U! For action deemed appropriate.

Set Lead 2:  Action!

COUNTERTERRORISM

AT WASHINGTON DC

 U! For Action Deemed Appropriate.

Set Lead 3:  Action!

Denver

 U! For action deemed appropriate.

�Mr. Curran 55
�Ms. Lam r

| l b7C
-IOB Ll rary

O0

SECRET

4
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Director&#39;s Office From: General Counsel

 ��ve-HQ-c1229736-vro, 1/16/04
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: Ol/15/2004

To: Director&#39;s Office Attn: OPR

Counterterrorism Attn: AD b2�

From: General Counsel b6
Counter Terrorism Law Unit I / Rm. 7975 b7¢

Contact: | I
Approved By: Curran John F b6

Lammert Elaine N b7C

Drafted By: I *asc
ALL INE�OF�MP»TIO1�I COTITBINID

/ - �~ �~�~ �-1case  #:   HEREIN I». UNk_L&#39;92>_>_I§&#39;IED _. CEET
MIHERL b~IUlrdIJ Ul�bi-&#39;lrJis£:.

Title: %|:U:|1NTELLIsENcE OVERSIGHT�BOARD MATTER
IOB 2003 131

Synopsis: }¥3iUht is the opinion of the Office of the General
Counsel  OGC! that this matter must be reported to the

&#39; Intelligence Oversight Board  IOB! and to the Office of
_ Professional Responsibility  OPR!, FBIHQ. OGC will prepare a

cover letter and an enclosure for the Deputy General Counsel to
report this matter to the IOB.

DPTE &#39; 03-15-2005
- o  crassisirs  65l79x&#39;DI"iH/JTrJfBE»�C&#39;92.~&#39;�!I18%E» U! :   1.4

SSJ-IEY QI1=�X�2�5-1- macrnssrrr ON: ua�1:�&#39;;u�_~&#39;u

Reference: !§¬~�Q78�HQ�Cl229736�VIO Serial 112
Administrative:  U! This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

Details:  U! Referenced communication from CTD to OGC, dated
O7/3/O2  received lO/7/O3!, requested that OGC review the facts
of the captioned matter to determine whether it must be reported
to the IOB. In our opinion, it must. Our analysis follows.

ESQ As discussed in the referenced electronic
-communication  EC!, on 6/20/O2, at approximately 4:30 pm EDT, the
Special Technologies and Applications Unit  STAU! of the National
Infrastructure Protection Center  NIPC! was conducting a

/ if 5OIIG/DOJ Hevle &#39; i DATE: /�P 043/I
FBHNVEST: OI DCH|NVE$.:
CPR UCINITI I



° 5" i Y sEyéEf
To: Director&#39;s Office From: General Counsel

Re: " >%1|:[_12_7,78�HQ�C1229736�VIO Serial 112, 01/05/2004

yg Hntarv audit of Foreign Intelligence Suryeillance Court QEISC!

I

�92

,1tQ Upon review &#39; &#39; t£C@LY@d bv SEAU
was determined that the

 U! Section 2.4 of Executive Order  E O.! 12863,
dated O9/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components  in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,

� respectively! report to the IOB all information �concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive.� This language was adopted verbatim from E.O. 12334
dated 12/O4/1981, when the IOB was known as the President&#39;s
Intelligence Oversight Board.

 U! Title 18, United States Code, Section
states that the procedures contained in the FISA and
of the 1968 Omnibus Crime
Electronic Communications
means by which electronic
tion of domestic wire and

Additionally, Section 2.5
tronic surveillance, as defined
Surveillance Act of 1978,
that Act, as well as this
Code, Section 1802 b!, the FISC

Control Act  as amended by
Privacy Act! �shall be the
surveillance . . . and the

oral communications may be

2511�! f!
Title III
the

exclusive
intercep-
conducted.

of E.O. 12333 provides that, �[e]lec�

shall
in the Foreign Intelligence
be conducted in.accordance with

Order.� Under Title 50, United States
is authorized to grant an order

approving the electronic surveillance of a foreign power or an
agent of a foreign power for the purposes of obtaining foreign

iUi�X It Cannot be deteminea �mm_t;be Ye-�E.<=J<>-n.<:..ed_EC w.b.e..t;berJ I |
e done now.
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To: Director&#39;s Office From: General Counsel

Re: !s<!<¢1_z7s-HQ-c1229736-vio Serial 112, 01/05/2004

intelligence information. Under the pertinent FISA definition,
the term electronic surveillance means, �the acquisition by an
electronic, mechanical, or other surveillance device of the
contents of any wire or radio communication to or from a person
in the United States, without the consent of any party thereto,
if such acquisition occurs in the United States.� 50 U.S.C.
§ l801 f!�!.

imK>§ In this instance, it is clear that as a
consequence of an error on the part of the communications
carriers, the FBI  unintentionally! conducted an electronic
surveillance which was unauthorized. The carrier&#39;s error must be

reported to the IOB. OGC will prepare an appropriate cover
letter and an enclosure for the Deputy General Counsel to report
this matter to the IOB.

I

was
3
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To: Director&#39;s Office From: General Counsel

Re: >6!�:-l-H278-HQ�C1229736�VIO Serial 112, 01/05/2004

LEAD s!:

Set Lead 1:  Action!

DIRECTOR&#39;S OFFICE

AT OPR FO DC

 U! For action deemed appropriate.

Set Lead 2:  Info!

COUNTERTERRORISM

AT WASHINGTON DC

 U! Please read and clear.

CC: Mr. Curran
Ms. Lammert

| b6
IOB Library b7c

66

sE§@&#39;r
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/28/2004

To: Detroit Attn: SAC

Director&#39;s Office Attn: Office of Professional

Responsibility  OPR!

Counterterrorism Division Attn: A/AD

From: General Counsel
Counterte orism Law Unit II

Contact: Fr I b2
b6

Approved By: Curran John F

b6

Drafted By: � I b7c
ICase ID #2 17,7 }~LL I1JFoR1-1»192Ti31921 CONTAINED

278-HQ-@1229736~vI@ � �iiiii� iIWi§�E�;in$iE§£
66-DE�A5lO2 I

Title:  U! INTELLIGENCE OVERSIGHT BOARD MATTER IOB!
IOB 2003 145

Synopsis: ggi�ujt is the opinion of the Office of the General
Counsel  O ! that this matter must be reported to the Intel-
ligence Oversight Board  IOB! and to the Office of Professional
Responsibility  OPR!, FBIHQ. OGC will prepare a cover letter and
a memorandum to report this matter to the IOB. Our analysis
follows.

DATE: U8�l5�2!]!]E»
&#39; ed Fr - cLms1E1E1:-1  6E-179_/:»:~m_/m_/[I5-c92r-0545

_3 I RERSON. L4 [£1
D assify . DECLZK �SIFY ON: l]S�l5�ElIl3l]

1

Reference: 3l5G�DE�9295l, Serial 140, 141

Administrative:  U! This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

sE52>1<§T

OIG/DOJ --.--v DATE;F5� "92�/EST-= I G/00.1 INVEST:
OPH uc INI A ; *"��&#39;
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To: Counterterrorism Division From: General Counsel

Re: %q!|:T}:|78�HQ�C1229736�VIO, O1/28/2004
 LT!   l  i 5:�

Details: iggi As discussed in the electronic communication� EC!l
on October 3 , 2003, FBI Detroit prepared and forwarded a
letterh--- n-n- --- h -H or the full investigation  FI! on

 S31 -&#39;- " a U.S. person, on May 11, 1998.

I5!

rson" as that term is used in theA I I I I�
orney General Guidelines for FBI Foreign Intelligence

Collection and Foreign Counterintelligence Investigations
 FCIG!.2 The initiation and continuation of the FI required FBI

Detroit and the Headquarters� substantive unit to comply with the
requir Executive Order  EO! 12863 and the FCIG. In thisregardj�i�ggmmjbecame the subject of a FBI full investigation on
May 11, , n the New York Division. The New York Division
prepared and submitted the FBI HQ annual LHMs on May 23, 2000 and
May 1, 2001. The next required annual LHM should have been filed
with FBIHQ in May, 2002. The investigation was transferred to
FBI Detroit on October 17, 2001. On October 31, 2003, FBI
Detroit advised FBIHQ and the Office of the General Counsel that
they had failed to comply with the annual reporting requirements.

 U! Because the subject of the investigation was  and
remains! a "United States person" as that term is used in Section
101 i! of the Foreign Intelligence Surveillance Act of 1978
 FISA! and Section II.W of the Attorney General Guidelines for
FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations  FCIG�,continuation of the
investigation required that Detroit and the Headquarters�
substantive unit comply with the reporting requirements of
Executive Order 12863 and the FCIG. Due to delay in forwarding a
hard copy of the investigation to FBI Detroit following
notification of the investigation being transferred, and an

|:T_T:|  EC from FBI Detroit to INSD and OGC, dated 10/31/2003 and titled "Intelligence
Oversig t Board  IOB! Matter."

Hn*§§AVUmmd&m%pmwn%MkmmMn&amnH��M�wFUGa§anmm�mm
who is ....[a] United States citizen . . . or . . . [b] a permanent resident alien . . . ."

IT-Ti *3 A "United States person" is de�ned in Section lOl i! of the Foreign Intelligence
Surveilla ce Act  FISA! codi�ed at 50 U.S.C. § 1801 gt gt! as "a citizen of the United States
[or] an alien lawfully admitted for permanent residence  as de�ned in section 101  a!�0! of the
Immigration and Naturalization Act! . . . ." §_e_e all section II.,W of the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence
Inves�ga�ons

sao�gr
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To: o nterterrorism Division From: General Counsel

Rel:T_T:l  ! 278�HQ�Cl229736�VIO, 01/28/2004

administrative order, Detroit failed to submit the third annual
letterhead memorandum  LHM!, due on or about May 2, 2002, to the
National Security Law Unit  NSLU!, OGC, for submission to the
Office of Intelligence Policy and Review  OIPR!, Department of
Justice  DOJ!, as required by the FCIG. As a result of the
error, OIPR was not advised of the status of the ongoing
investigation for approximately fifteen months. U!

 U! �Section 2.4 of Executive Order  E O.! 12863,
dated September 13, 1993, mandates that Inspectors General and
General Counsel of the Intelligence Community components  in the
FBI,
the Assistant Director, INSD, and the general Counsel, OGC,
respectively! report to the IOB "concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive." This
language was adopted verbatim from E.O. 12334, dated December 4,
1981, when the IOB was known as the President&#39;s Intelligence
Oversight Board  PIOB!. By longstanding agreement between the
FBI and the IOB  and its predecessor, the PIOB!, this language
has been interpreted to mandate the reporting of any violation of
a provision of the FCIG, or other guidelines or regulations
approved by the Attorney General in accordance with E.O. 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially admin-
istrative in nature need not be reported to the IOB. The FBI is
required, however, to maintain records of such administrative
violations so that the Counsel to the IOB may review them upon &#39;
request.

. �UjE%g Section IX of the FCIG sets forth rules governing
the report n , dissemination, and retention of information
concerning foreign counterintelligence and international
terrorism investigations. Section IX.C provides in pertinent
part that:

Each full investigation of any U.S. person
shall be reported within ninety  90! days of
initiation to the Office of Intelligence
Policy and Review, setting forth the basis
for undertaking the investigation. The FBI
shall furnish to the Attorney General or a
designee a summary of each investigation at
the end of each year the investigation
continues, including specific information on

sEc><{r
3
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To: ou terterrorism Division From: General Counsel

Rejuji 278�HQ-Cl229736-VIO, O1/28/2004

any requests for assistance made by the FBI
. to foreign law enforcement, intelligence or

security agencies.  Emphasis added.!

 Uh �QFQ Section IX.C is intended to regulate the timely
reporting f FBI full investigations on U.S. persons to the OIPR.
As such, it was written to include both administrative and
"rights protection" components. The annual reporting
requirements of Section IX.C is purely administrative in nature,
while the oversight exercised by the OIPR in reviewing the
required reporting ensures the protection of individual rights.
As a general rule, delinquent annual LHMs are considered to be
violations of an administrative nature when they are submitted to
the NSLB within 90 days of their original due date. These
administrative violations are placed in the control file for
periodic review by the Counsel to the IOB. When an LHM is not
submitted at all, or is submitted later than 90 days from its
original due date, the facts and circumstances of that particular
case must be examined to determine whether the failure or

substantial delay in submitting the LHM precluded meaningful
oversight and review by the OIPR. If the OIPR was precluded from
conducting such oversight and review, then the matter must be
reported to the IOB.

�uhikq As previously discussed, in this instance,
OIPR was not updated of the status of this ongoing investigation
involving a U.S. person for approximately fifteen months. This
delayed reporting clearly precluded OIPR from exercising its
responsibility for oversight and approval of an ongoing foreign
counterintelligence investigation of a U.S. person, which is
contrary to the requirements of the FCIG.

 U? g�g Based upon the above analysis, and consistent the
reporting e uirements of Section 2.4 of E.O. 12863, OGC will
prepare a cover letter and an LHM to report this matter to the
IOB. That correspondence will also advise the IOB that this
matter will be referred to the FBI&#39;s Office of Professional

Responsibility. The latter is a matter within the cognizance
of the IMU.

4



9-, I

sgéar
To: Counterterrorism Division From: General Counsel

Re EU!  278�HQ�C1229&#39;736-VIO, 01/28/2004

LEAD s!: »

Set Lead 1:  Discretionary!

DIRECTOR&#39;S OFFICE

A OPRT FO DC

�U£§< For action deemed appropriate.

Set Lead 2:  Discretionary!

COUNTERTERRORISM

>¬! For action deemed appropriate.
may

b6

b7C

1-Iii
1 - NSLB Library

saw
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BY COURIER

General Brent Scowcroft  USAF Retired!
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W. -
Washington, D.C. 20503

Dear General Scowcroft:

Enclosed for your information is a self-explanatory
memorandum, entitled "Intelligence Oversight Board  IOB! Matter,
IOB 2003 145."  U!

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations.  U!

Enc 1-OSU-re b5 ALT. Tr~11=nm-nwrnm ["[&#39;192F&#39;l�ATT&#39;-JET;
HEREIN  Ill"-ICLAQSIFIED

1 __   b-7C WHERE 5:-I;-MN CJIHERBUISE
1 � 278�HQ�Cl229736�VIO

SSIFIED W

DETACH nus: as-15-2t05
CLA ED E SURE CLASSIFIED 21&#39; 65,1"/�9,=�n1~111+1,=�Jre:1,»�05-cv-0845

REASON: 1.4 Kc;
DECLASSIEY ON: 03-15-2030

Classifie - 3 , SA/OGC
Reason: 1.

Case ID : 2&#39;78�HQ�Cl229736�VIO Serial : 336

SE7éET
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Declassify on: X1 A

SEC>éT
General Brent Scowcroft  USAF Retired!

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 � The Honorable John D. Ashcroft

Attorney General
U.S. Department of Justice
Room 5111

1 � Mr. H. Marshall Jarrett

Counsel, Office of Professional Responsibility
U.S. Department of Justice
Room 4304

1 � Mr. James Baker

Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

S§>§PT
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INTELLIGENCE OVERSIGHT BOARD  IOB! MATTER

IOB 2003 145  U!

Investigation of this IOB matter has determined that,
on May ll, 1998, the New York Field Office of the Federal Bureau
of Investigation  "F " &#39; &#39; &#39; &#39;,n of a full
investi ation  IT! o who was a "Unitedg I lStates person" as th term is used in E�e ttorney General
Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations  FCIG!. Thus the initiation
and continuation of the IT required FBI New York and the
Headquarters substantive unit to comply with the requirements of
Executive Order 12863 and the FCIG. FBI New York submitted its

initial 90-day letterhead memorandum and two subsequent annual
memoranda in a timely fashion. However, after the investigation
was transferred to FBI Detroit, the annual memorandum was filed
approximately fifteen months later than required. As a result of
the delinquent LHM, OIPR was not properly advised of the
initiation of the FI in accordance with Section IX.C of the FCIG.

This delayed reporting clearly precluded OIPR from exercising its
responsibility for oversight and review of an ongoing foreign
counterintelligence investigation of a U.S. person, contrary to
the requirements of the FCIG. This matter has been referred to
the FBI&#39;s Office of Professional Responsibility for review and
action deemed appropriate.

A

De &#39; from-

Decl &#39; y - X-1
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Precedence: ROUTINE Date: O2/16/2005

To: Counterintelligence Attn: AD David W. Szady T

Inspection Attn: Internal Investigations Section

From: Office of the General CounselNational fecuritv Law Branch/CILU/Room 7975 I b2
Contact: b6

. _, _¢__ _ __ _ __, , I I b7CApproved By: Thomas Julle F k_lCl__l�II1.92_CL�iIlO1�1 per CG? l@tte_ dltcd EIE:»�lr:»�_ [I5U

&#39; I  ��ll� TTI]-T�l&#39;1�RI92&#39;T.1R.&#39;I�TIl&#39;TII92I ITTITIPITRTTIFFI �
&#39; HEREIN IS UNCLHSSIFIED E92CEPT

Case ID #= }§¬HPP8�HQ�C1229736�VIO / ¥§�
_ l

Title: ><?iUjINTELLIGENCE OVERSIGHT BOARD
MATTER 2004-21

Synopsis: ;§¬:%Ht is the opinion of the Office of he General
Counsel  OG ! t at this matter must be reported to the
Intelligence Oversight Board  IOB!. OGC will prepare and deliver b6
the necessary correspondence to the IOB. ~

_ DATE: as-12-2005W  FIOII1 &#39; - CLAESIFIED BY 55lT9_»"&#39;DI"IH JN U5-cv�05-11.5
De - . 5_1 1.4  c!Y _~_ WW :   I F�  �Fir1�F1lT�.-M-at-1TF�f VJTI: i&#39;|r��&#39;lH�A I� I

Details: ;&  By electronic communication  EC! dated February
ll, 2004, he Counterintelligence Division reported a Dossible
IOB error in conjunction withl I[::::;:;:;;:;? In this reqar , Ehe Counterintefliqence Division
repor e a

crush
TH: :1
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Case ID : 278�HQ-Cl229736�VIO I Serial : 693
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 U! Section 2.4 of Executive Order  E.O.! 12863,
dated September 13, 1993, mandates that Inspectors General and
General Counsel of the Intelligence Community components  in the
FBI, the Assistant Director, INSD, and the General Counsel, OGC,
respectively! report to the IOB all information concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive. Exec. Order No. 12863, 58 Fed. Reg. 48441  Sept. 13,
1993!. This language was adopted from E.O. 12334, dated December
4, 1981, when the IOB was known as the President&#39;s Intelligence
Oversight Board  PIOB!.

 U! By longstanding agreement between the FBI and the IOB
 and its predecessor, the PIOB!, this language has been
interpreted to mandate the reporting of any violation of a
provision of the Attorney General�s Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection, or
other guidelines or regulations approved by the Attorney General
in accordance with E.O. 12333, dated December 4, 1981, if such
provisions were specifically intended to ensure the protection of
the individual rights of U.S. persons.

 U! Under Title 50, United States Code, Section 1822, the
FISC is authorized to grant an order approving the physical
search of a foreign power or an agent of a foreign power for the
purposes of obtaining foreign intelligence information. Under
the pertinent FISA definition, the term "physical search" means,
any physical intrusion within the United States into premises or
property . . . that is intended to result in a seizure,
reproduction, inspection, or alteration of information, material,
or property, under circumstances in which a person has a
reasonable expectation of privacy and a warrant would be required
for law enforcement purposes. 50 U.S.C. 1801 f!�!.

 U! Further, under section 2.4 of E.O. 12333, only the FBI
had the authority to conduct an unconsented physical search of

L_ | Section 2.4 of E.O. 12333 provides
in pertinent part that:

Agencies within the Intelligence Community shall use
the least intrusive collection techniques feasible
within the United States or directed against United
States persons abroad. Agencies are not authorized to
use such techniques as . . . unconsented physical
searches . . . unless they are in accordance with
procedures established by the head of the agency and
approved by the Attorney General. Such procedures

sggr
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shall protect constitutional and other legal rights and
limit use of such information to lawful governmental
purposes. These procedures shall not authorize:

 b! Unconsented physical searches in the United
States by agencies other than the FBI, except for:

�! Searches by counterintelligence elements
of the military services directed against military personnel
within the United States

or abroad for intelligence purposes . ;
and

"£53 bl

Exec. Order No. 12333, 46 Fed. Reg. 59941  Dec. 4, 1981!
 emphasis added!.

13$ As provided in section 2.4 of E.O. 12333, while the FBI
had the authority to conduct an unconsented physical search of

ts: Z1
b7A

I Thus, in accordance with the reporting b7E
requirements of Section 2.4 of E.O. 12863, this mistake must be
reported to the IOB. OGC will prepare an appropriate cover
letter and an enclosure for the Deputy General Counsel to report
this matter to the IOB. 3
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LEAD s!:

Set Lead 1:  Action!

INSPECTION

AT WASHINGTON, DC

 U! For action deemed appropriated.

Set Lead 2:  Action!

COUNTERINTELLIGENCE

AT WASHINGTON, DC

M&#39;LF&#39;i_f&#39;h.a.=~n.a.?-
that�

CC: Ms. Thomas

I B Li rary b7C

**FOOTNOTES**

 IE5!

us, the New York Division wiI1 not be notitied or this IUB
matter.

sgaéstr
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BY COURIER

General Brent Scowcroft  USAF Retired!
ALL INE�1JPI*�Ii=-TIOII CONT?-INED

Intelligence Oversight Board :EiTLQQ?$Z;;T¬DFNFW
Room 5020

New Executive Office Building
725 17th Street, NW -
Washington, D.C. 20503 �TR w-Q-N95 _

CLASSIFIED BY 65179/DI"�IH/-I713/&#39;BE»�C&#39;92.~��DS%E»
Ransom: 1.4 icy

Dear General SCQWCI-oft; DECfLAf�3f-JIFY 01¢: 35-12-2030

This letter forwards for your information a self-
explanatory enclosure, entitled Intelligence Oversight
Board  IOB! Matter 2004-21."

This enclosure sets forth&#39;details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
 U!

Enclosure
b6

1~|:|_ 1 - 278�HQ�C1229&#39;736�VIO �C

IFIED W
DETACHE

IFIED ENCLO

Case ID : 278�HQ�Cl229736�VIO Serial : 694
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E�es�i

General Brent Scowcroft  USAF Retired!

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

&#39; Sincerely,

Julie F. Thomas

Deputy General Counsel

1 - The Honorable Alberto Gonzales

Attorney General
U.S. Department of Justice
ROOm 5111

1 - Mr. James Baker

Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

INTELLIGENCE OVERSIGHT BOARD  IOB! MATTER
COUNTERINTELLIGENCE DIVISION

S§QKéT
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U.S.DeparnncntofJus�cc

FederalBurcau oflnvcs�ga�on

E���l

Washington, D. C. 20535-0001 _

February ll, 2004

BY COURIER

General Brent Scowcroft  USAF Retired!
Chairman

Intelligence Oversight Board
Room 5020

New    I_IIhZ _Tl.|!&S{a�l.b&#39;l}:l1.J B1� 5fJl7§,r�1.!l�11-1,¢.1h92],¢||E* _/*1]
725 17th Street, Northwest @wBB122w5
Washington, D.C.

Dear General Scowcroft:

Enclosed for your information is a self�explanatory
memorandum, entitled "Intelligence Oversight Board  IOB! Matter,
Pittsburgh Division, IOB Matter 2002�57"  U!

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our Office
of Professional Responsibility for a determination of whether any
administrative action is warranted.  U! &#39;

Enclosure " UN IFIED

DETACHED
CL IED ENC E

- Mr. Szady
- OPR  IOB 2002-57!

- 278-H?- fgTDq59-$
92&#39;. of Gen. | _
-u|92.92&#39;n.-l >_ __ De f rom I ~
��� b6 Decla &#39; o 25�l
9292lmin. H *| l 1

.-- b7C ~ "
L

.&#39;nm.. ln92&#39;

.�.IlS

sjcnmf: 1l .

Ul�R _.__ _ y _ T_ of l�9292l9292|c �

-p. Du�. _____M ____
icf of Stall�

:Ti|u92||c~:__:l:�L_L
Info. Res. ____,____ _
I ah __ __
Nuiinnml .92�c92-. ____
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General Brent Scowcroft  USAF Retired! 4

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.  U!

Sincerely,

Patrick W. Kelley
Deputy General Counsel

1 � Honorable John D. Ashcroft

Attorney General
U.S. Department of Justice
Room 5111

1 ~ Mr. H. Marshall Jarrett

Counsel, Office of Professional
U.S. Department of Justice
Room 4303

Responsibility

1 - Mr. James Baker

Counsel, Office of Intelligence
U.S. Department of Justice
Room 6150

Policy and Review
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INTELLIGENCE OVERSIGHT BOARD  IOB! MATTER
PITTSBURGH DIVISION

IOB MATTER 2002-57  U!

Inquiry has determined that in conducting a preliminary
inquiry  PI! of a United States person, the Federal Bureau of
Investigation  FBI! failed to comply with the requirements for V
the continuation of a PI as prescribed in Section III.B.6 of the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations  FCIG!.
In this regard, the Pittsburgh Division opened a PI on a
sensitive asset on O3/21/O2 to determine his/her suitability as
an asset for foreign counterintelligence matters. The initial
l2O�day PI was not extended but contact between the asset and the
Special Agent continued. The Agent discovered the error on
O9/26/O2. In mitigation of the errors, Pittsburgh advised that
the only investigative actions taken following the expiration of
the initial 120-day authorization were a series of electronic
mail  e�mail! communications. One e�mail concerned the
scheduling of a security briefing, while�the remaining e�mails
were social in nature. Because the subject was  and remains! a
�United States person� as that term is used in Section lO1 i! of
the Foreign Intelligence Surveillance Act of 1978, continuation
of the investigation required that Pittsburgh comply with the
requirements of Executive Order 12863 and the FCIG. In this
matter, while the PI overrun appears to have been inadvertent, it
was not de minimis in time. The PI was never properly extended,
and investigative activity occurred for approximately two months
after the PI had expired. Therefore, this report is being made
to the Intelligence Oversight Board. §Q¢U§

Der&#39; rom : I
Decla &#39; on. 25»1
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Counterintelligence Attn:
Washington Field Attn:

From: General Counsel

Counterintelliqence Law Unit/R
Contact: I I

Approved By: Curran John F

Case ID #:  U! 278�HQ�Cl229736�VIO  P

opy -��� Page

Date: O8/26/2004

OPR

AD
SAC/CI
CDC

oom 7975

b6

b7C &#39;

d. ! ALL INFORMATION conwnrunnerl 111g� HEREIN IS UNCLASSIFIED E/FEETE�i¢U�5J-WF-A14l9323  Pending!  mum mow hnQmln M
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Synopsis:  S! The Office of the Genera
that this matter must be reported to the
Board  IOB! and to the Office of Profess
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 U!- Even though the violation was technical, it is
nonetheless reportable to the IOB under the provisions of Section
2L4 of E.O. 12863. Consequently, OGC will prepare a cover letter and a
memorandum to report this matter to the IOB. The
correspondence will advise the IOB that the matter will be
referred to the FBI�s OPR.

LEAD S!:

Set Lead 1:  Action!

DIRECTOR&#39;S OFFICE

AT OPR FO, DC

 U! For action deemed appropriate.
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 U! Please read and clear.

Set Lead 3:  Action!
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 U! For action deemed appropriate.
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BY COURIER

General Brent.Scowcroft  USAF Retired!
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear General Scowcroftz" _

This letter forwards for your information a self�explanatory
enclosure entitled, "Intelligence Oversight Board  IOB! Matter,
IOB 2004-58."  U!

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations.  U!

BLL INFWRMATION CONTAINED
HEPEIN If-J UIJCLAFJSIFIEL E92Q&#39;EPT
WHLPL BHUWN UTHEkHlbh

IFIED W
DETACHE

IFIED ENCL
II?-"IE l]E�l5�-211115
CT QQQTFTF17 F1�? ?"|.E|&#39;l7�3;" TIT�/[Hf .TT&#39;il,/ [&#39;|.&#39;::� �T&#39;92J&#39;� l&#39;lQ¢1.&#39;§
QE-�SON: 1.4  C!
TJECLIIISSIFY ON: i:iS�l5�2l:i3l:i

Clas &#39; &#39; b : 39431

Reason: .
D 1 y on: X25-1

1 � Mr. Curran 1 - IOB Library &#39; b6
1 -  1 - 278�HQ�C1229736-VIO we
1 _

EK
_2_

"Case ID : 278�HQ�Cl229736�VIO _ Serial : 571
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General Brent Scowcroft  USAF Retired!

Should you or any.member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

1..

1_

The Honorable John

Attorney General
U.S. Department of
ROOm 5111

Mr. James Baker

Counsel, Office of
U.S. Department of
Room 6150

Sincerely,

Deputy General Counsel
John F. Curran

D. Ashcroft

Justice

Intelli
Justice

gence Policy and Review
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INTELLIGENCE OVERSIGHT BOARD  IOB! MATTER
IOB 2004-58  U!
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 U! Nevertheless, a technical violation of E.O. 12333
occurred. This matter has been referred to the FBI�s Office of

Professional Responsibility for any action that is deemed
appropriate;
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Decla &#39; o . 25-1
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 U! For the information of OGC and for any further
action at the discretion of OGC.
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Inspection b6 Attn: IIS

b7C
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b7A Title:  U! INTELLIGENCE OVERSIGHT BOARD

I B MATTER 2 �

Counsel  OGC! that the above referenced mat er must be reported
to the Intelligence Oversight Board  IOB! and to the FBI&#39;s Office
of Professional Responsibility  OPR!. Our analysis follows.
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 U! Title 18, United States Code, Section 2511,
&#39; &#39; &#39; ception of electronic communications

� iexcept as provided by law. The act includes an
exception tor ele ronic surveillance that is conducted in
accordance with the terms of the Foreign Intelligence
wveillanw Ala; L8 &#39;

 U!lA>¬? A �United States person� is defined in section II.W of
the Uui e ines as �an individual who is . . . [a] United States citizen . .
or . . . a permanent resident alien . . . ." This regulatory definition is
based on the definition of a �United States person" as that term is used
section 101 i! of the Foreiqn Intelliqence Surveillance Act  FISA!, 50 U.S.C
§ 1801 gt ggg. The latter states, in pertinent part, that a ��United States
person� means a citizen of the United States [or] an alien lawfully admitted
for permanent residence  as defined in section 101 a!�0! of the Immigration
and Naturalization Act! . . . .�
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To: From: General Counsel

Re: V -HQ�Cl229736�VIO, O2/O8/2005 b7E
WT

Thus, the interception of these communications was not
authorized.

 U! Section 2.4 of Executive Order 12863 of September
13, 1993, requires General Counsel of the intelligence community_
to report intelligence activities that they have reason to
believe may be unlawful or contrary to executive orders or
presidential directives to the Intelligence Oversight Board. The
circumstances of this cage show Lmm�

fKIfhough a narrow reading of E.O.
12863 might not require the FBI to report this mistake to the
Intelligence Oversight Board, the Office of the General Counsel bl
has traditionally done so in these kinds of cases. OGC has
therefore prepared an appropriate communication to the b2
Intelligence Oversight Board and to the Inspection Division,
Internal Investigations Section. b7E
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 U! For appropriate action.
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 U! For appropriate action.
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BY COURIER

General Brent Scowcroft  USAF Retired!
Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self�explanatory
enclosure entitled, "Intelligence Oversight Board  IOB! Matter,
IOB 2004-79."  U!

The enclosure sets forth details of investigative activity
which the FBI has determined may have been contrary to the
Attorney General&#39;s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations.  U!
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1 - Ms. Thomas 1 - IOB Library
1 � 1 � 278�HQ-Cl229736�VIO

1,2

§»¬<RiE/:1�

&#39; SESREI

b6

b7C
Deriv o - -3

De 1 y on: -1

_Case ID = 278�HQ�Cl229736�VIO Serial , 734

SB><ET



T
---- Working Copy ���� Page

General Brent Scowcroft  USAF Retired!

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience.

Sincerely,

Julie Thomas

Deputy General Counsel

Enclosure

1 � The Honorable Alberto R. Gonzalez

Attorney General
U.S. Department of Justice
Room 5111

1 � Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

Es�

�ers�

INTELLIGENCE OVERSIGHT BOARD  IOB! MATTER
IOB 2004-79  U!

§Q The FBI received authorization f om the Foreign IntelligenceSF!£ET .
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Internal Investigations
Section for any action that is deemed appropriate.  U!
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January 4, 2005

General Brent Scowcroft  USAF Retired!
Chairman Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board
 IOB!, Matter 2004-96."  U! ~

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations.  U!
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1 - The Honorable John

Attorney General
U.S. Department of
Room 5111

2 - Mr. James A. Baker

Counsel, Office of
U.S. Department of
Room 6150

INTELLIGENCE OVERSIGHT

|:|DIvISI<>N
IOB MATTER 2004-96  U!

Very truly yours,

Julie F. Thomas

Deputy General Counsel

D. Ashcroft

Intelligence Policy and Review
Justice
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additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.  U!
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Set Lead 1:  Discretionary!

GENERAL COUNSEL

AT WASHINGTON, DC

 U! @&i As directed per EC dated O3/O8/2004 from the
National Security Law Branch,
as notification to the Office

IOB violation s!.

Set Lead 2:  Info!

COUNTERINTELLIGENCE

�AT WASHINGTON, DC

an § Read and clear.

this communication is provided
of General Counsel of potential

E/S

SE?éET-�-� Working Copy -�-� Page
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b7E

b7A
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Precedence: ROUTINE _ Date: 11/24/2004

To: [:::::::::::::]Division Attn: ASAC FCI/Administrative
. CDC

Counterintelligence Attn: CD�3B, Room 4094
SSAI I
Office of Professional

Responsibility
Director&#39;s Office Attn:

&#39; From: General Counsel

National Security Law Branch/CILU/Room 79875

Contact: I I

Approved By: TIhQmas_Julie_E__T
Drafted By: I I

9
Case ID #= ?§ via-uo;mvv<=_u.s-92u_o U! &#39;

 S! I FLL INFQRMATIUN CONTAINED
HE C I CRQIN IS §MCLASEI_IEL E92CEPT
W�bih BEUWN Ul�ikwlthTitle:  §QIUIIntelligence Oversight Board

 IOB! Matter 2004-75

Synopsis: Ex�iuht is the opinion of the Office of General
Counsel  OGC! that the above referenced matter must be reported

bl

b2

b7E

b6

b7C

b7A

to the IOB and to the FBI&#39;s Office of Professional Responsibility
 OPR!. OGC will prepare and deliver the required correspondence
to the IOB. Our analysis follows.

om = G�3_ �

pn= �os+e~2,7L2i1%_LFn IF; ON l2~ 3~l__

Reference: ¬$�UI278�HQ�Cl229736�VIO Serial 556
Administrative:

DPTE: 12-n3�2Ut5
CLASSIFIED DY 65l793%%?�MII]E
REASON: 1.4 �3
DEC "" " �� 0� �1"0LID , : , I , .

 U! This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

Details;  S!I

Case ID : 278�HQ�Cl229736�VIO Serial : 628
SE ET

bl

b7A
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b2

b7A

i1�:  U! See EC from the[:::::::::::::]Division to the General
Counsel, _
dated July 16, 2004, Case ID# 278�HQ�Cl229736�VIO Serial

556, titled "SSRA

| |sA| IIOB" her &#39;

cited as EC."

�&#39;_�2�| LLB� |ILf"

Division,

b2

b7E

b6

b7C

><

i4�= <U> |:| EC.

i5�:  U! Id. b2

i6�:  U! Id.

i7�:  U!

b7E

bl

b2

b7A

Id. This notification was made via FBI e�mail.

i8�:  U EC. The FBI technical collection personnel so
informe reply e�mail.

19" <U> |:|E¢-
ilO�:  U! Id. b7A

bl

b2

ill�:

112&#39;:  

i13&#39;:  U! | IEC. AGC ave the unopened envelope

�!

containing this information to SSA | CD�3B who then
b6

b7C
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&#39; &#39; � sE§$ET
���- Worki g C _opy ���- Page

Isubmitted the unopened en�elope to thd
114&#39;= <u> [IIIIIIIIIIIIlEc

115&#39;: &#39; U! Id.

LEAD s!:

Set Lead 1:  Info!

 U! | lie requestedA to identiiy and ferward
all material acquired� I

[IIIIIIIIIIIIII]t@ CD 3B- T

Set Lead 2:  Action!

COUNTERINTELLIGENCE

AT WASHINGTON, DC

 U! CD�3B is requested to &#39;
provided by[::::::::::::]be submitted

Set Lead 3:  Discretionary!

DIRECTOR&#39;S OFFICE

AT OPR FO, DC

 U! For review and action deemed appropriate.

CC: M
b6

NSLB IOB Library b7C

s;X§sT

b6

b7C

b2

b7E

b2

b7E

b2

b7E
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R_T TNFOPM�TTOH FOHT�TNFD
HEPEIH I5 UNCLKEEIFIEE E/CEPT
WHERE bHUWH OTHEPWI E

BY COURIER

DATE: lE�U3�2UU5
CLASSIFIED BY 551T9DMH BAN U5�c7�UE45
PERSON: l.% IC!

_ DECLRSSIFY UN: l2�U3�ZU§U

General Brent Scowcroft  USAF Retired! �
Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory entitled Intelligence Oversight Board b2 -
 IOB! Matter, Division, IOB Matter 2004-75."  U!

b7E

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations.  U!

Enclosure

b6
- Mr. Szady
_ b7C

~  | SIFIED W
- 278�HQ�Cl229736�VIO� DETACHE

C FIED EN RE

c ID = 278�H �C1229736�VIO &#39; = -. �age Q SE ET o|s/555533; 529M I DATE; W
FBI INVEST.: 01300.1 INVESI:
OPRUCINITI : � _
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.  U!

The Honorable John

Attorney General
U.S. Department of
Room 5111

Mr. James A. Baker

Counsel, Office of
U.S. Department of
Room 6150

Sincerely,

John F. Curran
Deputy General Counsel

D. Ashcroft

Justice

Intelligence Policy and Review
Justice

INTELLIGETCE_Q¥ERSlGHI_BQARD_llQB� MATTER b2
b&#39;7E

IOB MATTER 2004�75  U!

 s! L--

�WT

bl

b2

b7E
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IEI

bl

b2

b7E

bl

b2

b7E

bl

b2

b7E

bl

b2

b7E

ts: I

 U! This matter has been reported to the FBI&#39;s Office
of Professional Responsibility for appropriate action.

sify on:

SE >Q
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P-LL IIIFIDRFI,-192TION CONT-RIIIED
HEREIN If-J Ill-ICLASBIFIEL E92CEPT
Imam aomlu n&#39;:1a111� hll z 11

BY CQURIER

&#39; DATE: 10-13-2005
General Brent Scowcroft  USAF Retired! CLASSIFIED BY s51w01qI~1!_rz Ca#LI:�C92=��LIt%%5
chairman � Rnascmn� 1:4  cf � � �
Intelligence Oversight Board mCM3mFfON?l&lrimU
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-explanatory
enclosure entitled, "Intelligence Oversight Board  IOB! Matter,
IOB 2004-81."  U!

The enclosure sets forth details of investigative activity
which the FBI has determined may have been contrary to the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations.  U!.

UNCLASSIFIED WHEN
DETACHED FROM

CLASSIFIED ENCLOSURE

1 � 1 � IOB Library
1 � 1 - 278�HQ�C1229736�VIO
1 _ b7C

b6

eclassi y . -1

S ET
CR

_.2._

Case ID : 278�HQ�Cl229736�VIO E; é Serial : 594 ----
S
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General Brent Scowcroft  USAF Retired!

Should you or any
information concerning

member of your staff require additional
this matter, an oral briefing will be

arranged for you at your convenience.

Enclosure

1 � The Honorable John

Attorney General
U.S. Department of
Room 5111

1 � Mr. James Baker

Counsel, Office of
U.S. Department of
Room 6150

sgaézi"

aw

Sincerely,

Julie Thomas

Deputy General Counsel

D. Ashcroft

Justice

Intelligence Policy and Review
Justice

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

&#39; fro - ~3

Dec &#39; y . 5-1

INTELLIGENCE OVERSIGHT BOARD  IOB! MATTER
IOB 2004-81  U!

:!£i:1�H FBI received authorizatiog frgm the Foreign Intelligence
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Surveillance Court  FISC! on August 5, 2004, - bl
--&#39; - --- -- --- - - --vice to collect

:32?  1:5:used by a U.S. person who is t - vb - 0 - 0 -0 qggh
counterintelligence investigation. Y

92

information was to be collected: »
ffhe order specigied Ehat Ehe fo�lowinq

I53

b2

b7E

bl

the source/destination, dates an times of such communications x�sj b2
and the "To:," "From:," "cc:," and "Received:" headers for those
communications but not the content of such com2Fn1ggLiQns_as_____
defined by 18 U.S.C. 2510  8!."  Emphasis adds "

&#39; j�� On August 30, 2004 p vided the initial response to
thp Qrd�f in thy " 1 compact disks U��sl marked

� SAugust JD 2004 I2:5B CDT. Tne case Agendi
ial on August 31 2004. &#39; &#39; ,

the Case Agent realized that ~

I ~|of Ehe error and asked that her�iorth only th2:S:|in ormation speciggii in the order be provided. original CDs
were sent by the ce of the General Counsel to the Office of
Intelligence Policy and Revi-- - --- -- &#39;- ~ disposition. Nocopies of the contents of there retained by
the FBI.
4%? The interception of electronic communications in this case
resulted from an error on the part of the internet service
provider; nevertheless, the interception was unauthorized and
thus contrary to Title 18, United States Code, Section

2511. The matter is

therefore reportable to the Intelligence Oversight
Board under the terms of Executive Order 12863. In addition, it
has been referred to the FBI&#39;s Office of Professional

Responsibility for any action that is deemed appropriate.

sf�
D &#39; d f : �

Dec 1fy_6�T_&#39; �

sE§§ET

I53

b7E
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b7E
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Precedence: ROUTINE � Date: 12/10/2003

To: Counterterrorism Attn: ITOS 1/CONUS 1/Team 2

SSA|:lGeneral Counsel Attn: NSLB CTLU II | b6
b7C

c|:| 1,2 Am
/*5-TT TTIF&#39;I&#39;]Rl92&#39;T.3-�92�T�� �.N 1"� &#39;!N&#39;T�.DTTIF�T&#39;J

b7E HEREIN IS U1"-ICLPEJFIFIEL E92CEPT
FrOm_   IIJHEFE. HUMJN t1�rH2192n1ibh

CT-1

Contact: SA� l
Approved By: bz

DATE _Ll�l&#39;i�£IJU.�3
LL11 l1:�l1:JU BY t55l7E�1_JP&#39;1H_-"&#39;l1�E Gait l]5�fJ&#39;-.f�I]81l.5 b6

1 4 tiPEP OI�-I: .&#39;  �TI
DECL-RSSIFY OI"-I2 ll]�l:F-ZUCFU b-7C

Drafted BY= |:lgth
Case ID #:  U! 278�HQ�C1229736�VIO  Pending!

Title:  U! PRESIDENTIAL INTELLIGENCE OVERSIGHT BOARD  IOB!

Synopsis: :§g 5:53
bl

b2

,QN: _ Der From - -3 b7E
Decl &#39; - X1

Reference:  U! 66F�HQ�Al247863 Serial 130
U

Details: H� Consistent &#39; e guidelines set fort &#39; bl
referenced communication, ivision reports that b2
inadvertently recorded pen to information from a subject&#39;s home
telephone line after the subje pen" b7E
register trap and trace device ,was
disable y *L £53 bl

7 b245;� The pen/toll information was recorded i�iough a
United States Foreign Intelligence Surveillance Court  USFISC! b7E

&#39; &#39; &#39; &#39; rap and trace device

T$iU Controlling legal authority gi the relevant
investigation is as follows: �

Case ID = 278�HQ�Cl229736�VIO Serial = 298

SEQQET
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b6

b7C

b7E

U53

Page

AIS!

bl

viced by b2

b7E| >�* I
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LEAD =
&#39; Set Lead 1:  Info!

COUNTERTERRORISM

AT WASHINGTON,-D.C.

 U! Read and clear.

W|:5:|

AIS

�£53

2

bl

b2

b7E

b6

b7C

bi

bl

b2

b7E

b6

b7C
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Set Lead 2:  Action!

GENERAL

AT

l.

1/CONUS 1/Team 2
mandates are met

COUNSEL

NSLB

 U! NSLB is requested to coordinate with ITOS
and DOJ/OIPR to ensure required reporting

S ET

um]I 7
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b2
Precedence: ROUTINE Date: 03/18/2005

b?E

To:|:| Attn: snc
It coc

Counterterrorism Attn: A0

ALL i]F@RHATICN CONTAINED

Inspection Attn: Internal Investigation
_ MEEHE 3HUMh UUh�HMidE

Section  ITS!

From: General Counsel .

National Securit Lau Branch/IX Crossin Room 58200

Approved By: Thomas Julie F

?.E.P.S0I~I: Lil EC}

Case IO #: X 278-HO-01229736-VIO  Pending!

Title: *0? SA[;;;;;;;;;;;;;;;;;;;;] bg
SA
INTELLIGENCE OVERSIGHT some we
 I08! MATTER 2004-71

DATE: LU~l3~2]I].i

DECLRSEIEY OH: 1U�1§�EU3]

-

Synopsis: �OPT� It is the opinion of the Office of the General
Counsel  OGC! that this matter must be reported to the

Intelligence Oversight Board  IOB!and to the Office of

Professional Responsibility  OPP!, FBIHO. OGC will prepare and

deliver the necessary correspondence to the IOB. Our analysis
follows. I

 IX!, De&#39; from-
ssify - X25-1

_ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ , - . . . . . - . . - . . - . . . . . . . - . . . . . . - . . . . . . . . . . . . . . . - - . . . . . - - - . . . . . . . . - . . _ _ . . - . . . . . . . . . . . . ..-

Case IO : 278-HO-01229736-VIO Serial : 79?

slfmei

HEREIII I5 i§i~lCLP,?if5IFIEI EXCEPT

n

Ill

Page I

CLASSIFIED at E51T9DNEilr2 rel-£5-cu-uaea

all
ll9
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Reference: *1 278-HQ-81229736-V10 Serial 54¢
278-HQ-01229736-Vl0Seriai zoo

Administrative:  U! This conmunioation contains one or more

footnotes. To read the footnotes, download and print the

docunent in HordPerfect 6.1.

IE!

bl

b2

b7E

b6

b7C
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a1

as International Terrorism Operations Section 1 ��5 1!, were

notified of the error, both orally and by EC dated 12/l0/2003.

|  his

 U! Measures have been taken bygto prevent a
recurrence of this error. The TTA who made the above-described

error has been counseled to not delete any email messages without

reading it. Further, the case agent and all technical personnel

have been instructed to cormunicate by personal contact all

pertinent information regarding technical coverage to the

appropriate TTA or technical supervisor. It has been made clear

that it is the responsibility of each agent/investigator to verify by
cont &#39; &#39; &#39;

that� I
 U! Section 2-56 of the National Foreign Intelligence

Program Manual  NHPM! requires OGC to determine whether the

facts related above are required to be reported to the TUB.

SE%92T

l5!
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Section 2.1 of Executive Order  E0! 12863, dated 09/13/1993,

mandates that Inspectors General and General Counsel of the

Intelligence Community components  in the FBI, the Assistant

Director, INSD, and the General Counsel, OGC, respectively!

report to the 10B "concerning intelligence activities that they

have reason to believe may be unlawful or contrary to Executive

order or Presidential directive."

1*!  &#39; H ti l 1 1 |

The case agent intended that this would

happen. However, it did not. Consequently, in accordance with
E.0. 12863 and Section 2-56 of the NFIPM, the inadvertent error

must be reported to the IOB, which this Office will do.

8%
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LEAD  9!:

Set Lead I:  INFO! b2

[:::::] b7E

E
 U! Read and clear.

Set Lead 2:  Action!

INSPECTION

AT INTERNAL INVESTIGATION SEQTION, DC

 U! For action deemed appropriate.

Set Lead 3:  Action!

COUNTERTERRORISM

AT NASHINGTON, D.C.

 U! For action deemed appropriate

- Ms. Thomas

- [OB File

**FO0TNOTES**

AAA
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11&#39;: §<J11f?Jnited States person is defined in Section 101�!
of the

Foreign Intelligence Surveillance Act  FlSA! codified at 50 U.S.t.

1801 et

seq.! as a citizen of the United States Tor� an alien lawfully admitted

for

permanent residence  as defined in section 101 a!�0! of the Immigration
and

mmmmmLH.mmmmmmmnmmmmw
Guidelines for FBI National Security Investigations and Foreign Intelligence

Collection  NSIG!.

12&#39;: g�é The case agent does not remember the date in December on
_ .

71�
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FIT TMFDRNATTON CONTAINED
HEREIN IS UNCL�:SIFIEE EXCEPT
TrlI~EP.E SHOWN OTHEPUI SE

BY CQURIER

DATE: - J_2D YMI&#39;- James Langdon   cg-.4:-05-0-1-05-4.5
Qhairman _ REAFJOI-I: 1.4  C!
Intelligence Oversight Board DmmM�HY0��1&l}2mU
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self�explanatory
dum, entitled "Intelligence Oversight Board  IOB! Matter,E???ifijField Office, IOB Matter 2004-71.  U!

This LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to The Attorney
General&#39;s Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection and/or laws, Executive Orders, or
Presidential Directives which govern FBI foreign
counterintelligence and international terrorism investigations.
 U!

mam Enclosure
CLa¬EIEIED BY 65179/DHMHLPHDR
PEASON: 1.4 [�] 0.5�C�»!�084Ew}
DECLABBIFY ON: 12-03-3030

- Ms. Thomas

- - �VIO b6
OPR fIOB 2004-71! bvc

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE

De &#39; fro -

D y . 5-1

SEC§ET
SEQ<ET

Mr. James Langdon

Case ID : 278-HQ�Cl229736�VIO Serial : 798

six/�§ET A

b2

b7E
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additional information concerning this matter, an oral briefing

ssbésw
Working Copy ---- Page

Should you or any member of your staff require

will be arranged for you at your convenience.  U!

1-

1-

Sincerely,

Julie F. Thomas

Deputy General Counsel
v

The Honorable Alberto R. Gonzales

Attorney General
U.S. Department of
Room 5111

Mr. James A. Baker

Counsel, Office of
U.S. Department of
Room 6150

Justice

Intelli
Justice

gence Policy and Review

INTELLIGENCE VER IGHT BOARD  IOB! MATTER b2
FIELD OFFICE b7E
ER 2004-71  U!

ssé�éi
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���- WQ.I]S.&#39;LI1Q  Tami ���� Basie

This matter also has been referred to the FBI&#39;s Office

of Professional Responsibility for action deemed appropriate.  U!

Derive m: G�3
Declas g%: X25-1

SE T
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Precedence: ROUTINE Date: O4/29/2004

To: Counterterrorism Attn: ITOS 1/CONUS 1/Team 2

SSA
IOS
NSLGeneral Counsel Attn: B CTLU II

|:l 1,2 1�-t�=n=
- b7E

Fr<>m= |:|
CT�l

Contact: SAI

CDC
SSA

b2

b6

I b7C
Approved By: MI T92rEn1=..r~mTTo1--I �.FfI�JT&#39;-f&#39;T��=TN

HETETI It UNCLAESIEIIE
NHFRF HHUWH OTHFEWT I

b6

hmDrafted By: I I »
Case ID #:  U! 278-HQ�Cl229736�VIO  Pending! V Iq W

DATE Ud�.3U-.-LJLZI
C A55 &#39; 1� Q5 7&#39;:/&#39;Title:  U! PRESIDENTIAL INTELLIGENCE RI§m§fI§?@E.;.;, 1 J D

OVERSIGHT BOARD  IOB!  @N= BHU-
I

Synopsis:  U! To report a potential IOB violation involving
inadvertent recording of pen/toll information pursuant to the
USFISC�authorized installation of a pen register/trap.

§§EéREfZlUDe &#39; From - - �
Dec &#39; y . 1

Reference:  U! 66F�HQ-A1247863 Serial 130
bl ,b2, b7E

Details: QQ Consistent with the guidelines set for
referenced communication,| |Division reports tha

Page

b6

b7C

FT!
E1 CEPT

1&#39;11]-If |_T[�|&#39;I,/&#39; I] S � CT�;-"� U B *1 S

E030

i5i

 �!

QQ Controlling legal authority for the relevant
investigation is as follows: _

I bl , b2, b6, b7C, b7E

Case ID : 278�HQ�Cl229736�VIO Serial : 457

�WT
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bl b2

USFISC�authorized installation of a p
register/trap and trace device was initiated onI I t

I Ib George P. RazZn�U!Judge, United SLaLes_EQreiQn_lnLeII1QenQe_Sng5éillance_CQurL__~
>< �£53

><

bl

b2

b6

b7A

b7C

b7E

Page

bl

b2

b6

b7A

b7C

b7E

§§  On approximatel� I SAI Ikcase agent! telephoned al qua an asked
I Lu; �LD.�Q.�|&#39;;mI I bl

b2

IIEII b6
b7C

5; b7E

"i5i

23$ OnI I IAI Inoted through

E81 �According to SSAI I technical� &#39;92J

£53

|:SI|b1
b2

b6

b7C

b7E

><

b1 bi b5 b/E

ls;
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on discovering the error
immediately notified SSA

Fo owing the notification ec nica
, briefed &#39; &#39;visi

management nel and I I I SSA

LEAD s!:

Set Lead 1:  Info!

COUNTERINTELLIGENCE

AT WASHINGTON, DC

 U! SSAI I lare requested
coordinate with NSLB to insure that required reporting
mandates are met.

Set Lead 2:  Action!

GENERAL COUNSEL

AT WASHINGTON, DC

 U! NSLB is requested to coordinate with ITOS
1/CONUS 1/Team 2 and DOJ/OIPR to ensure required reporting
mandates are met.
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Precedence: ROUTINE Date: O2/O2/2005

b2 SSA
To: Counterterrorism Attn: ITOT:i:j7?�i:i:::]

b6
b�

_ _ _ Em
[:::::]D1v1s1on Attn:

SSA

Inspection Division Attn: Charlene Thornton

From: General Counsel
National Securitv Affairs/Room 7975

Contact:| I
Approved By: Thomas Julie F AL L I N F U F�_I&#39;*IF-.T I OI"-I CO1"-IT P-�IN E D
&#39; IIETEIII IQ� LTNCLASSIFIED E/CEET

By: � 111!-ih�h b~lUl!JIJ  _!&#39;J.&#39;H£n£:&#39;l!JJ_ L
Case ID #= * ! 278-HQ�Cl229736�VIO

U 1 ~Titleg �gsg UNSUB s!
COUNTERTERRORISM DIVISION
IOB

DaTE UB�3��2UU5
LLAESIFIED BY 551?9;nMH am 05-
PEABON: 1.2 �!
DECLASSIFY on us�5u-zuju

-~ U3

Synopsis: g�g It is the opinion of
Counsel  OG ! that this matter must
ligence Oversight Board  IOB!. OGC
and a letterhead memorandum for the
this matter to the IOB.

the Office of General
be reported to the Intel-
will prepare a cover letter
General Counsel to report

W� Dec y - X�1

Reference:wL§@ 66F�HQ�Al247863�l3O
Administrative:  U! This communication contains one or more
footnotes. To read the footnotes, download and print the
document in WordPerfect 8.

Details:  U! Referenced communication fron1[::::::]Division to
OGC, dated O4/29/O4, requested that OGC review the facts of the
captioned matter and determine whether it warrants reporting to
the IOB. In our opinion, it does. Our analysis follows.

@§{ As discussed in the referenced electronic
communication  EC! and the EC from the rrorism Division

H . H . H , . . . . . . a

sh

Case ID = 278�HQ�Cl229736-VIO Serial = ass
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The Foreign Inteffigence Surveiflance Court�sj
su seque y authorized electronic surveitiiffi:fEfn:::]

d on

Y 9
Judge, United Skates Foreign InteII1gence Surveillance Court!.

_ bl ,b2, b6, b7A, b7C, b7E
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 U! Section 2.4 of Executive Order  E.O.! 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components  in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively! report to the IOB all information concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive. This language was adopted verbatim from E.O. 12334,
dated 12/04/1981, when the IOB was known as the President&#39;s
Intelligence Oversight Board.

�  U! Title 18, United States Code, Section 2511�!  f!
states that the procedures contained in the FISA and Title III of
the 1968 Omnibus Crime Control Act  as amended by the Electronic
Communications Privacy Act! shall be the exclusive means by
which electronic surveillance . . . and the interception of
domestic wire and oral communications may be conducted.
Additionally, Section 2.5 of E.O. 12333 provides that, ie&#39;lec-
tronic surveillance, as defined in the Foreign Intelligence
Surveillance Act of 1978, shall be conducted in accordance with
that Act, as well as this Order. Under Title 50, United States
Code, Section 1802 b!, the FISC is authorized to grant an order
approving the electronic surveillance of a foreign power or an
agent of a foreign power for the purposes of obtaining foreign
intelligence information. Under the pertinent FISA definition,
the term electronic surveillance means, the acquisition by an
electronic, mechanical, or other surveillance device of the
contents of any wire or radio communication to or from a person
in the United States, without the consent of any party thereto,
if such acquisition occurs in the United States. 50 U.S.C.
l80l f!�!.

 >< In this instance, it is clear that as a consequence
of an error, the FBI unintentionally obtained electronic data
beyond the periods authorized by the FISC. Thus, the
surveillance was not authorized under the Foreign Intelligence
Surveillance Act or Executive Order 12333. Although steps were
taken by FBI[::;:::gto sequester the unauthorized take to prevent
its use or furt er issemination, in accordance with re ortingrequirements of Section 2.4 of E.O. 12863, FBI[:;;:::::ierror
nonetheless must be reported to the IOB. OGC W1 prepare an
appropriate cover letter and an LHM for the General Counsel to
report this matter to the IOB.

s}§é1&#39;r
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b7E
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Lead s!:

Set Lead 1:  Action!

COUNTERTERRORI SM

AT WASHINGTON, DC

Set Lead 2:  Action!

Iii

Mi U! b7E

>B¬ If it has not already been accomplished
coordinate with Counterterrorism Division and FBI E:::::] t
ensure that all recordings, log sheets and memoranda of any kind
related to the unauthorized ELSUR are collected sequestered,
sealed and delivered to the Counterterrorism Division for

submission to the Office of Intelligence Policy and Review,

s§Q{§T

Department of Justice, for destruction.

b6

b7C1 -2

**FOOTNOTES** VIUJ
b7Ail�:  EC  Serial from

the Counter errorism
Division

to Inspection and OGC, dated O5/12/03 and titled "President&#39;s Intelligence
Oversight Board  PIOB! Matters

Qggés?



INTELLIGENCE OVERSIGHT BOARD  IOB! MATTER
&#39; |:|DIVISION

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS  FBIHQ! U!
2004-55

Investigation of &#39;

b2

b&#39;7E

"I5?
[The Foreign

Intelligence Surveillance Court  FISC! subsequentlv authorized

TIE?

Due to an admin&#39; A &#39; nd &#39; QLIQI Qn the
an

visa

bl
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b6

b7A

b7C

- b7E

4   ><
A copy of this submission to the IOB has been provided

to the FBI&#39;s Executive Assistant Director for Counterterrorism/

Counterintelligence.  U!
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Precedence: ROUTINE Date: 02/T4/2005

b2

T 2 : ME no sac
CDC

Counterterrorism Attn: lTOS1/CONUS1 ha

b7C|

Inspection Attn: SC Toni Fogle

From: General Counsel

National Security Law Branch/LX Crossing Room 58200
Contact-

Approved By: Thomas Julie F
: bi? M i. Tl�»IFl"1l3.i"l.l92.&#39;7TI�J?~] T TIl~l�ii~.TrIEii

HEREIN is UNILASSIFIEI uxcuor
b5 musrt euomu amuzrmlea

Case 10 dd-Ti><> 27a-uo-c122973o-vro  Pending!. WEI _qm_WUE
CQATEHFIEII El� 5E173/I03/Jhl/&#39;TlE"C92.��]3�l5

Title: INTELLIGENCE UVERSTGHT BOARD REASON? 1-5 TC:
� "L. " 7: I:T�.9�3I �HOB! MATTER ZOUZF89 _1Ei4 11.8 IE1 UPI I T 3L

Till».

smwn�rnnmmmmnmmmmmwmm
Counsel  OGC! that this matter must be reported to the
intelligence Oversight Board  l0B!and to the lnspection Division

MMmm%MHmmmwMmMmwy
correspondence to the l0B. Our analysis follows.

Reference:  278-HQ-C1229736-VIO Serial 457
J 278-H0-Cl229736-V10 Serial 555

 Til

mmmm;mWmmmmmmmmmm

footnotes. To read the footnotes, download and print the

document in HordPerfect 6.1.
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l!  tr!D  On: �i ts!
Details: M As reported by the Counterterrorism Division in an
Electronic Communication  EC! dated U9/15/2004,  l
thgl hjyisigpl _  ion

who are each a United

States person as that term is used in Section 10l i! of the

Foreign Intelligence Surveillance Act of 1978  F|SA!.i&#39;1&#39; On

obtained authorization from the Foreign
lntelli ence Survei &#39;

�ll

X  lei
0 case agent contacted the

Technical ad and advised them that HSA authority wouldSqu

expire on and to disable the line appropriately.

Thereafter o Intelligence Anal st IA!

ueried Telephone Application and determined that t

ll5l

X! Onl liA noted through a review of
�l5l

Telephone Applications that the collection I The
l lSupervisory Special Agent, Technical Squad, was notified
immediately and on that date took the necessary steps to disable

the line.

x! Subsequently it was determined tha

SECRET
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X! Upon discovering the error o
Case Agent immediately notified the Counter &#39; Squad &#39;

Supervisor who then briefed the appropriatel�ffffiirivision
nunagement and the FBI Headquarters CID/ITDS 1/CONUS 1/Team 2

 UM Measures have been taken bygto prevent a
rt...:ence of this error. The Technical Squad&#39;s personnel have

been instructed in the proper procedures and the need for
vigilance in a handling all Court authorized technical

surveillance and the need for attentiveness to all aspects oi

technical collection.

 U! Section 2-56 of the National Foreign Intelligence

Program Manual  NFIPMJ requires DGC to determine whether the

facts related above are required to be reported to the IOB.

Section 2.4 of Executive Order  to! 12863, dated 09/13/1993,

mandates that inspectors General and General Counsel of the

Intelligence Community components  in the FBI, the Assistant

Director, INSD, and the General Counsel, OGC, respectively!

report to the IOB "concerning intelligence activities that they
have reason to believe may be unlawful or contrary to Executive

S ET



T

I

SECXNT
---- Uorking Copy

order or Presidential directive."

I83 Applying these principles to the case at hand, the DEC
concludes that the inadvertent colIection_pf information from the

was a violation of The Attorney General&#39;s Guidelines for FBI

National Security Investigations and Foreign Intelligence

Collection  N516!, Section V.l4, and the Foreign Intelligence
Surveillance Act of 1978 FISA as a -

1846.

N en t e aut orization in

the order of the USFl§§_had expired, further collection on the

FBI terminated the device in a timely manner, collection was

inadvertently reinitiated contrary to the authorization by the US

FISC. Consequently, in accordance with E.0. 12863 and Section 2-

56 of the NFIPM, the inadvertent error must be reported to the

l0B, which this Office will do.

LEAD  s!:I

Set lead I:  Info!

b2

 U! Read and Clear.

Set Lead 2:  Action!

INSPECTION

AT NASHINGTON, DC

 U! For action deemed appropriate.

I S¬¢N§I9292

I iii

although. the...    E y
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- Ms. Thomas

&#39; l0B File

**FO0TNOTES** yyul

ii�: Xi A United States person is defined in Section llllli!
of the

Foreign Intelligence Surveillance Act  Fl5AI codified at 50 U.S.C.

I801 et

seq.! as a citizen of the United States ior&#39; an alien lawfully admitted

for

permanent residence  as defined in section IUIla!�0! of the Imnigration

and

Naturalization Act! . . . . See also Section I.C of The Attorney General&#39;s

Guidelines for FBI National Security Investigations and Foreign Intelligence

Collection  NSIG!.

its
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.  U!

Sincerely,

Julie F. Thomas

Deputy General Counsel

1 � The Honorable Alberto R. Gonzales

Attorney General
U.S. Department of
Room 5111

Justice

1 � Mr. James A. Baker

Counsel, Office of
U.S. Department of
Room 6150

Intelligence Policy and Review
Justice

b2

b7E

INTELLIGEN IGHT BOARD  IOB! MATTER
FIELD OFFICE

IOB MATTER 2004-89  U!

Investigation of this IO has determined that on
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obtained author&#39; &#39;

residential telephone was serviced b &#39; h
&#39; ne was

><

On [:::::::::] in accordance with the FISC order,
[::::::]discontinued technica &#39; &#39;

Sh

I lzl £53Intelligence Analyst  IA! queried thei

X �II 3
In

53%
I Iimmediatel§ and on that date took the necessary steps to disable

the line.

�£53
929292� �g _,,,

erive - � .

D ify on: -1
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Upon discovering the error on appropriate
management personnel were notified at

Measures have been taken by [::::::]to revent arecurrence of this error including instructing[;ji:::;gTechnical
Squad�s personnel in the proper procedures and t e nee for �
vigilance in a handling all Court authorized technical b2
surveillance and the need for attentiveness to all aspects of
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technical collection. QQ
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 U!

Though inadvertent, the over collection violated 50
U.S.C. 1842 c!�! and The Attorney Genera1&#39;s Guidelines for FBI
National Security Investigations and Foreign Intelligence
Collection. QQ  W

This matter also has been referred to the FBI&#39;s

Inspection Division for action deemed appropriate.  U!

s�w

SECRET
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Precedence: PRIORITY Date: 01/31/2003

To: Inspection Attn: Inspection Management Unit
General Counsel National Security Law Unit
Counterterrorism RFU

b2
From Iii 2

Squad 2 M�
Contact: I I b7<1

Approved By : I l b6

Drafted B:/= lilo;
Case ID #=  U! 278-HQ-Cl229736�VIO  Pending!

Title: >é"!l:T.TIISA| |INs/JTTT

b7C

�TT TTFWRMRTTUN PUNTRTHFD
I-ERII192 I TJIII LP» IFIED E92t_EPT
UHEDE %UWN STHERNISE

Synopsis:  ><A!|]T_TJReporting possible IOB matter
DATE 09-23-1005

De Fro 5 &#39;3 CLASSIFIED B1� 65179/I>1~I1~1,/:rw/ U5�C92."�I3i3%Z-
D Y _  : 1.4 qr";1 A on -

DECLASSIFY ON: El9�22�2U3U

Administrative: §§a1§T.Tj| Reference telcall on January 24,| |Division, and AGC
1 , . , , ,OGC FBIHQ&#39;b b2 b6 b7A b7C b7E

&#39; - the FI SA Court

 >QQ.nQra.b.Q.u.1&#39;_| i

: >Q! The,�  92
Case ID : 2&#39;78-HQ�Cl229&#39;736�VIO 92 Serial :"75
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however, was not stoppe &#39; til the e &#39;

IS§_CQurf order Betweenigzg oveeg, on a wee

This data retrieved �has been uploaded tttttttttt " Sh
by employees into the|
compact disks are presently in el

�U@E% [::::::]has reiterat
necessity t at they be continuous
elsur coverage on targets.

LEAD S!:

Set Lead 1:  Adm!

INSPECTION

AT WASHINGTON, DC

tUh@$ Advise[:::::qDivision regarding appropriate and
necessary future action, especia ly with respect to compact disks
presently in elsur storage.

Set Lead 2:  Adm!&#39;

GENERAL COUNSEL

AT WASHINGTON, DC

W?  AdviSdisks presentl &#39;n elsur s orage

Set Lead 3:  Adm!

COUNTERTERRORISM

AT WASHINGTON, DC

>é} Read and clear
*-nu:

L The
sur storage inl I
ed to agents the absolute
ly aware of the status of all

Division with respect to compact
and advise OIPR as appropriate.
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REASON: 1.4 re;
_ DECL!�eSSIFY ON: 12�l2�2l:|3�

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/10/2005

V To: Director&#39;s Office Attn: OPR
&#39;on Attn: SSA

W SA /JTTF
SS

TT
b6

b7C

From: Office of the General Counsel

&#39; National Securitv Law Branch/CILU Room 7975 m

Contac t 2 | Ll b6
b7C

Approved By: &#39;
JET T TTII-T�l"|F�T92&#39;TP92&#39;l"T["|T92� l"["|T�T&#39;P RTT-IFiT&#39;1
HEREIN IS Tl!"-ICLRSSIFIED EFCEPT

I UTHEPE ��IOUUN OTHERWISE

Case ID #= 2&#39;78�HQ�C1229736-VIO  �
�T_T:| 278-1-IQ�l415235 N7 b2Y /M ~ b6

Title:  X!|:U:| S W   b7Cs INS JTTF  U0 | MEI S My D1 ,
- DIVISION K Q0� /92! 

IOB 2003-27 ~ � 1
cm  ASynopsis: $%! It is the opinion of the Office of General

Counsel  OG ! that this matter must be reported to the Intel-
ligence Oversight Board  IOB!.- OGC will prepare and deliver the
necessary correspondence to the IOB.

DART -27-
&#39;lL:°&#39;.>J>JIE&#39;;El %I:I|§:1l&#39;?9.-""D1�*I:I.- JW [IE1-C�-I-UIrJ4;.:|
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Reference: X! 278�HQ�14l5235 Serial 1&#39;
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� To: Inspection
From: Office of the General Counsel

Re:  %p!p|:m78�HQ�Cl229736-VIO, 02/10/2005

Administrative:  U! This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect. ES?
Details: ed in the electronic communication H
G131 &#39; &#39; &#39; &#39; itiated a[:::::] V

7 ho was a �United States
as that term is used in the t en existing Attorney
Guidelines for FBI Foreign Intelligence Collection and
Counterintelligence Investigations  FCIG
 and the

Foreign Intelli ence Surveillance Act of 1978  FISA!.3 On
I qWobtained authority from the Foreign Intelligence

Surveillance Court FISC! to initiate electronic surveillance ofsubject�sE:;:::;:::j The initiation and continuation of the FIand the u 1 iza ion of FISA required that[:::;::]comply with the
requirements of the FC FISA. The re erenced EC reportedthat the submission of1i;:ij;:ij9O�day LHM to National Security
Law Unit  NSLU! and th f Intelligence Polic and Review
 OIPR! was delayed.4 - HM, date nor
received by NSLU untiIT7i:ij:iij:T Further, x

person�
General
Foreign

0 ll��i
lui 1>§¬ E nd the Director&#39;s Office, dated

and titled �SSA [-1 s INS/JTTF [;]
[:::::::::];] TTA lVlSlOn ; IOB 2003 27."  INSD EC

iUl >< A �United States person" is defined in Section II.W. of the FCIG
as �an individual who is. . . [a] United States citizen . . . or . . . [b] a
permanent resident alien . . . ." On 10/31/03, the FCIG were superseded by
the Attorney General�s Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection  NSIG!. However, because this potential error
occurred while the FCIG were in effect, the potential error is analyzed within
the context of the then existing FCIG.

3  U! The FISA is codified at 50
person" is defined in Section 101 i! of
States, [or] an alien lawfully admitted

4  U! INSD EC

U.S.C. 1801 et seg. A "United States
the FISA as: "a citizen of the United
for permanent residence ... ."

b25  U! These dates were confirmed on[::::::::]by Ms.
National Security Law Unit, Office of the General Counsel. Ms b6
maintains a database with the 90-day and annual LHMs submitted bjq
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To: Inspection b2
From: Office of the General Counsel b5

Re: §%! 278�HQ�Cl229736�VIO, 02/10/2005 Em
emu:

oug ook steps to discontinue monitorinql

i 53

 U! Section 2.4 of Executive Order  EO! 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components  in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively! report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive. This
language was adopted verbatim from EO 12334, dated 12/O4/1981,
when the IOB was known as the President&#39;s Intelligence Oversight
Board  PIOB!. By longstanding agreement between the FBI and
the IOB  and its predecessor, the PIOB!, this language has been.
interpreted to mandate the reporting of any violation of a
provision of the FCIG, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provisions were specifically intended
to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB.
The FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

 U: �>é! As to the first issue of delayed reporting,
Section IX of the FCIG set forth rules governing

subject.

6  U! INSD EC. It is unclear from the EC submitted whether
&#39; sequestered the materials related to the I

If it has not been already accomplished, ed� ma eria s must be su�mitted,� I

3

b2

b5

b7E



To: Inspection
From: Office of the General Counsel

Re: Q! 278-HQ�Cl229736�VIO, O2/l0/2005 _
nu:

the reporting of information concerning foreign
counterintelligence and international terrorism investigations.
Section IX.C provided in pertinent part that:

Each full investigation of any U.S. person
shall be reported within ninety  90! days of

&#39;initiation to the Office of Intelligence
Policy and Review, setting forth the basis
for undertaking the investigation. The FBI
shall furnish to the Attorney General or a
designee a sumary of each investigation at
the end of each year the investigation
continues, including specific information on
any requests for assistance made by the FBI
to foreign law enforcement, intelligence or
security agencies.  Emphasis added.!

 Uh BS3 Section IX.C was intended to regulate the timely
reporting of FBI full investigations on U.S. persons to the OIPR.
As such, it was written to include both administrative and
�rights protection" components. The 90-day and annual reporting
requirements of Section IX.C are purely administrative in nature,
while the oversight exercised by the OIPR in reviewing the ~
required reporting ensures the protection of individual rights.
As a general rule, delinquent annual or 90-day LHMs are
considered to be violations of an administrative nature when they
are submitted to the NSLU within 90 days of their original due
date. These administrative violations are placed in the control
file for periodic review by the Counsel to the IOB. When an LHM
is not submitted at all, or is submitted later than 90 days from
its original due date, the facts and circumstances of that
particular case must be examined to determine whether the failure
or substantial delay in submitting the LHM precluded meaningful
oversight and review by the OIPR. If OIPR was precluded from
conducting such oversight and review, then the matter must be
reported to the IOB.

 T-Tl
T� s previously discussed, 90�da LHM,

dated was not received by NSLU unti b�
Altho , because the delay was less t en ays, the

4



To: Inspection
From: Office of the General Counsel

Re: >¬! 278�HQ�C1229736�VIO, O2/l0/2005
A"�T.TJ

error is considered to be of administrative nature. Accordingly,
the delayed submission of the 9O�day LHM is not reportable to the
IOB. A record of this decision should be maintained in the

control file for future review by Counsel to the IOB.

iuji�é As to the second issue od
| |Section 2.5 of

Executive order 12333 provides that: "[e]lectronic surveillance,
as defined in the Foreign Intelligence Surveillance Act of 1978,
shall be conducted in accordance with that Act ... ." Each

request for the issuance of a FISC order for the pen register and
trap and trace surveillance is supported by an application. As
required by the FISA, requestor of the FISA provided a
certification "that the information likely to be obtained is
foreign intelligence information not concerning a United States
person or is relevant to an ongoing investigation to protect _
against international terrorism or clandestine intelligence
activities, provided that such investigation of a United States
person is not conducted solely upon the basis of activities

protected by the first amendment to the Constitution.�

In

 Uh QQ As nreniouslu_discussed &#39; I

I This action was
contrary to the Executive order 12333 and the FISA.
Consequently, in accordance with the reporting requirements of
Section 2.4 of E.O. 12863, OGC will prepare a correspondence to
report this matter to the IOB.

7  U! 50 U.S.C_ 1842, Section 402 c!�!.
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Inspection -

From: Office of the General Counsel

Re-  %<o!o |:T_IZ_|78-HQ�C1229736�VIO, 02/10/2005

LEAD  s!:

Set Lead 1:  Action!-

DIRECTOR&#39;S OFFICE

&#39; D
AT OPR FO C

 U! For action deemed appropriate.

Set Lead 2:  Action!

INSPECTION

AT WASHINGTON, DC

 U! For action deemed appropriate.

Set Lead 3:  Action!
. b2

|:| M
hm

  Ilulf it has not already been accomplished

CC: Ms. Thomas

I  T
6
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To: Inspection
From: Office of the General Counsel

Re:  X! 278-HQ�Cl229736-VIO, O2/10/2005
 U3
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Precedence: PRIORITY Date: O9/13/2004

To: General Counsel Attn: NSLB

Y
Contact:

PE¢;0A. 1.4 �!
DECLASSIFY ow: 12-12-zuau

Frgm; DATE: 12-12-2005
CLASSIFIED BY a5179£DMHXLPfcnc

Approved By
b2

b6

Drafted By: bu

Case ID #=  U! 278- -c122973s �E
 U! 278 75423

Title:  U! SS
S
IN

ALL IDIFOPIIFRTIOII COIITFRIIQED
I-IEPEIII IS LTWCLRSSIFIED E/CELT
l�lihhl: b"1U|IJIJ Uli-Ih.£~&#39;|IJJ_ I2.

T BOARD MATTERS

 U! RESTRICTED DOCUMENT � DISSEMINATE TO PERSON S! WITH ROLE

Synopsis:  U! This communication brings captioned matter to the
attention of FBIHQ, Office of the General Counsel  OGC!.

Der� Fro . 3
Dec &#39; y - X1

<U> l:|
Details:  U! SUMMARY b2

b5

mm I b�/�A

b7E

U-T3
b2

b5

b7E

 U! DETAILS

Case ID : 278- � 1229736 b2 Serial : 1904

278 75423 gm 47
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&#39;  S¥�F7éC! According to &#39; tions A
Specialist and Special Agent  SA Technically
Trained Agent  TTA!, three FBI e - the wiring
and progra &#39; f the FBI�s equipment and e &#39;

. . . H .

E

! On� I  |"mA
went to the box where

<W~f§i¢�U I

bl ,b2, b5, b6, b7A, b7C, b&#39;iE

Isa

its:

bl

b2

b5!

b6

b7A

b&#39;7C

b7E

bl

b2

b5

b6

b�/�A

b7C

b7E
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b2

b5

b6
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 U! SA[:::;:;:lhas previously notified the Department
of Justice, Office o n elligence Policy and Review  DOJ OIPR!
concerning this matter. b6

 U! SAC RECOMMENDATIONS = " C

 U! QQ SAC[::::::] recommends no administrative or
disciplinary action occur in this matter. The employees involved
in this matter did not intentionally intercept the data and took
continuing and exhaustive steps to find the reason for the error
and correct it. Even in the face of correctly connected b2
machinery and repeated assertions by the telecommunications Fm
provider that there was no error, the employees continued tosearch for t eason for the apparent mistake. SAC,[;::::::]
believes the ersonnel involved in this matter acte ,
appropriatel d commends them for their tenacity in rooting out
the telecommunication service provider&#39;s mistake.

LEAD s!:

Set Lead 1:  Action!

GENERAL COUNSEL

AT WASHINGTON, DC -

 U! At NSLB, TL I please review the cricumstances
described herein and advise Division as to your findings.

b2
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Precedence: PRIORITY Date: 03/22/2005

T0:[;;;;;;;] Atln: SAC
CDC

Counterterrorism Attn: ITO b2

Inspection Attn: IIS
7

SI: ob�
b7E

From: General Counsel

NSLB/CTLU I/Room 7975
Contact&#39; 1 - -&#39;  ATE, TI&#39;»IPiI~:I~IAT�.£0IT tTf£0hII�.ATI&#39;II7.,J

HEPIEIIT I3 &#39;.I§ICLAi&#39;:�3I&#39;:�IEEJ EPIEPT
I�II~IE§iE SIiOI�II�~I OHIERTIISEApproved By: Thomas Julie F 4/

b7C
DATE: ]9~ZT~3]iJ5
c;Ass1§I23 at @5179/the/Jr/£5-:v-tats

C059 ID #1  U! 278&#39;llQ&#39;lil229736  PEIICIIIIQ! };E_d5|]jq; L41  Qt 0 U! 278[:]75423  Pending! b3 necgaaatzr on; 39~3?~2o5o l
i b7E

Title:  U! SS

S

INTELLIGENCE QVERSIGHT BOARD MATTER

IU!� I08 2004-B5

wmm=%1nnmmmwnmwmwmmm
counsel  OGC! that the above referenced matter must be reported
to the Intelligence Dversight Board  I00! and to the FBI

Inspection Division, Internal Investigations Section. Our

analysis follows.

Bi� sify 0n:

Ease to = 21 - -EI229736 *2 Serial = also
27wC75423 b7E 51
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Reference: 5! 278-HQ-01229736 Serial 1904 b2
! 27 5423 Serial 47 W

 S

Details: X! Pursuant to Forei n lntelli ence Surve&#39;illanceCourt I ordei  i &#39; &#39; &#39; FISE! Division

 hereinafteri �received authority for a en
" &#39; ce  PR/TT! for facilitie

-. _~- t of an investiga l0|&#39;| u er
file number

: a U.S. person  USPER!,
- - - I ~~ in e Attorney General&#39;s Guidelines for FBI

National Security Investigations and Foreign Intelligence

Collection  NSIG or the Guidelinesi.il&#39; The order authorized the
PR/IT to begin o and it was to be terminated

O r

� Pursuant to another FISC orde
&#39; &#39; conte

�!

anUSPERbe@ »

lb!

X

:l5l
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 U! ls! Consistent with the requirements of Executive
Order  E.0.! 12863 and Section 2-56 of the National Foreign

Intelligence Program Manual  NFIPM!, OGC was tasked to determine

whether the surveillance error described here is a matter which

mmmmmmmmmmmmmcmm
2.4 of E.0. 12863, dated U9/13/1993, mandates that Inspectors
General and General Counsel of the Intelligence Community

components  in the FBI, the Assistant Director, Inspection

Division, and the General Counsel, OGC, respectively! report to

the IOB all information concerning intelligence activities that

they have reason to believe may be unlawful or contrary to

HmmWemmrmPmQmmhlmmmWe

tui Title lo, United States Code, Section 2511<2!<r!

S T

states that the procedures contained in the FISA and Title Ill $4
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the 1968 Omnibus Crime Control Act  as amended by the Electronic

Communications Privacy Act! shall be the exclusive means by

which electronic surveillance . . . and the interception of
domestic wire and oral communications may be conducted.

Additionally, Section 2.5 of E.0. 12333 provides that,
ie lectronic surveillance, as defined in the Foreign

intelligence Surveillance Act of 1978, shall be conducted in

mWmMMmnm@wmmmhMmUmHme
50, United States Code, Section 1B02 b!, the FISC is authorized
to grant an order approving the electronic surveillance of a

foreign power or an agent of a foreign power for the
purposes of obtaining

foreign intelligence information. Under the pertinent
FISA definition, the term electronic surveillance means, the

acquisition by an electronic, mechanical, or other surveillance
device of the contents of any wire cdnnunication to or from a

person in the United States, without the consent of any party

rwmnmmmmmmmmmmmmmuw
U.S.C. 18U1 f!l21.

1111�:}$§ in this instance, it is clear that as a
consequence of an error on the part of a communications carrier,

[L f-khe FlSC. Even thougi kas diligent in its
iscovery o t ei I

N �the Foreign Intelligence Surveillance
Act or Executive Order 12333. Consequently, in accordance with

e.o. 12863 and Section 2-so of the vrrrv,
Ste the 105, which this Office wi o. H1 prepare
an appropriate cover letter and an LHM for the Deputy General

Counsel to report this matter to the I08.

**FO0TNOTES**  ii-Ti

i1�: kid: A United States person is defined in section 11.U of
the Guidelines as an individual who is . . . ia&#39; United States citizen

as
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or . . . a permanent resident alien . . . . This regulatory definition

is

based on the definition of a United States person as that term is used _
Stilton i�llil of the Foreign Intelligence Surveillance Act  FISA!, 50 U.S.C

1801 et seq. The latter states, in pertinent part, that a United States

person means a citizen of the United States ior&#39; an alien lawfully admitted

for permanent residence  as defined in section 101 a!�D! of the Immigration

and Naturalization Act! . . . .

LEAD s!:

Set Lead l:  Discretionary!

E
rm

b2lUJ :hK  Coordinate with FBIHO, the Counterterrorism
b5

Division, ITDS I, CUNUS IV, to ensure that

b?Ei:::::]are collected, sequestered, seaied and-delivered to CUNUS
IV for submission to the Office of Intelligence Policy and

Review, Department of Justice, for destruction.

SamH:MwmmM

INSPECTION

AT NASHINGTON, DC

 U! For appropriate action.

Set Lead 3:  Info!

COUNTERTERRORISM

AT NASHINTDN, D.C.

 U! For information only.
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DPTE: 18- 35-2005
CLASSIFIED BY 65 179!� DI&#39;*�IHfJ5�J/ U5�C&#39;92.»"� US$51

/1T T IT�-§F1&#39;JRI92*&#39;{F92&#39;PT£&#39;!N UONTATT�-IETJ
HEREI192 I" UI"If"L"@@IE�IED E�-�EFT REASON: 1&#39;4  C3V" * �"" ��- IIECLASSIFY ON: 10-05-20;»
HIHEPE S.-[OWN OTHERWISE

BY COURIER

Mr. James Langdon

Chairman
Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear General Scowcroft: -

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
 IOB! Matter, IOB 2004-85."  U!

The enclosure sets forth details of investigative
activity which the FBI has determined may have been contrary to
the Attorney Genera1�s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations.  U!

1 - 1 � IOB Library
1 - l � 278�HQ�Cl229736�VIO b6
1 _ b&#39;7C

UN IFIED

DETACHE
C FIED EN RE

Qc�
_2_

I l b6
b&#39;/�C

Case ID = 278-HQ�C1229736�VIO Serial = 774

¬EP§éT

-.0 ,



sf
-�-� Working Copy -�-� Page

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie Thomas

Deputy General Counsel

Enclosure

1 - The Honorable Alberto R. Gonzalez

Attorney General
U.S. Department of Justice
Room 5111

1 � Mr. James Baker

Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

�e�"

INTELLIGENCE OVERSIGHT BOARD  IOB! MATTER
IOB 2004-85  U!

I As a resuft of Ehis I
instead of capturing Ehe telephone communications of anoEher

b2

b5

b7E



K b1 b5, b6, b7C

T--�- Wor ing Copy --�- Page

subject who was actually the target of the order issued by the i
Foreign Intelligence Surveillance Court  FISC!.

$1 .
:2:

bl , b5, b6, b7C

EH:

I I The ma�ter 1S Ehererore
oard under

the terms of Executive Order 12863. In addition, it has been
referred to the FBI�s Inspection Division, Internal
Investigations Section for any action that is deemed appropriate.

Es-mi

&#39; fro - �

slfy o . -1

bl ,b5, b6, b7C
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